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CHAPTER 1

An overview of the Windows 10
Technical Preview
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What is Windows 10?

6U6R6R6R IS G6AIR YA QURE, 2IYE! 61T a6 AR
6099 PC &° RIIGY GVL6Q QIE | G64lIx 10 QR Y@ QUIde G0
QUREG 2B F6Q, 699A FINEFIAT, AAFIARIQ FeUARYS §G 1-1

Y @R | When you think of Windows, you probably think first of conventional desktop PCs and

laptops. The Windows 10 release encompasses a much broader range of devices, as Figure 1-1, taken from
a Microsoftpresentation, makes clear.



FIGURE 1-1 The Windows 10 family spans a wide range of devices, from phones to game consoles and the new
HoloLens headset, with PCs in the middle.

AQ6 Y2 A AARAGFRR ARIAG A°6R0R IF AEIRIAN FAE, YL 6L 60 YRR FRAINACR AFIR 69IQ FIRS | 64-
a3 66269 PC AR @6a1R 10 N4QgIAR @ A, 291208 994, G6aI] 10 6A1RIaR @41 Xbox 05 Ol 986 @4 |
@9 20 6PANI6TIE FAER 69T ARG 6917 @ IR 9@ 63T 28 | G6aIg YFadia 29 QIeTdsa AFe 219 AN
G6aIR CRIRY JARIN6A SIMAIGR | 6Q9Ew JARINRI @AQ! AR Ie° JIQHIAR G6dIR 600 6T 26| e
43, A2l 62 PC 6Q QIR |

A new approach to updates and upgrades
¢] 6900 @28, G6aIR 10 Q A90IQ Q revolutionary §3@ JALEAR 6208 HA2R ARGA ARG | AR

998 gRIge AR QAR 6291 95e6e G6alR AU69] AIIFER 999 @ features FRIGER F0QE FAILIRAN |
Q] G9Q A6RIRC AQIIAFPRR IR gFs ARRRER, FIREFIAT, FRCF AAIAE 6908 69 2YRIF
QUCRIBAIRT AR GEDIR AUCRF AVE 2Qg, UGG GEI] AR UUGHE ARNGAY (WSUS) Q4e2ia KGQIR
3q9 @8 S5YIY U1 QURS 621RN6Q |

@69 10 @ Technical 88@ JRISEMRNER, YR @Y @0 AIRQ Qo8 AR, B6AI] AUCLT ARIFER 859E
FALIRAN | GIERNR AITIFAER 2°IJRERIAINER GRE UMGR 96 FRIER ABAIRER, QILIQ AT P
QRIAN | Y QEF QB! AIRERIAC, Q released QI B 6241 AI6G GOR TR, AINE QAIY; ALQ At AR
QAR IR §OF TR AANTGIQ ARY R6Q 69ALIS N2 TIF Qe T YHIGYS KIF 6TRRAN, FRISE!
2IQYeR AIIFIER 9@ any 63 g6 ATRIL QAULIRIN |

6EPERER AIREFIAT, AGIFR QUS6R G6AI] 10 § FRAVUREF 8 F6Q, JAEMRR 69T 698 62
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9694 gedl @G6a | B69IR AUERIBI 6ANTCR JIIERIAR 6TIFIAR 2°E QL8 6AANER “QIHR SIH”
QUREA RN IR 2GR G281 FR6R | 92l AFF, AIREFIAL, IR AGES A2l AR Joge 6908 |
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The evolution of the Windows user experience
210369, G64IR 95 |IT 90Q 2RI, AITl gRo6a |IF drg 22NS ARAN | 698 90] R AAQI AIRA 6097 6ARTM, UIL
69IgI1, YORE Ie° 6206 AR AR 69 AL Rl | AAERIBI 2ARGIA I 9T geagd 2°9 od od JA QA e
QINIRIRG! 696Q 62T FRTG 621RYRI, @G 1995 @ ¥64 ATL YAGRIA B6AIR 7 6Q IF 6799 082169 @ have &7
2@ 629 QIF |
a9 GQI610 FER6R, B6AIR 8 Q SFARCIIER AT 9ER IS° AIF 671gq A°Yd NIREA AAARY F6R, URRY ARER AR
FIANER QYR IR A6 627IRE FXRIREA | BRI 8.1 6Q VT A9] 60 AR, GG IR I Q1Y 6208 VS Jaq
J6Q¢ 9RIe @AQl | Q8AIR, 6AIeda 91841 29aI9, G6Qiq 10 6Q |IG 619 6Q 2I6Q |In the Windows 10 Preview (the

April 2015 update), clicking the Start button opens a menu similar tothe one shown in Figure 1-2.

A Mackie Bott

File Explorer

Documents '.‘
e & ﬁ
: Searc x Store (Beta)

5 Internet Explorer
Snipping Tool

Sticky Notes

%X Windows PowerShell
Clear
Remote Desktop Connection
Weather News
XPS Viewer

Explore Windows

= Allapps

FIGURE 1-2 The Windows 10 Start menu blends elements of its Windows 7 predecessor with Windows 8 live tiles.
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4@ Q6 671G BRIRQ (12l 289 G6aI] 10 AR] 9@ @ change A6R26A AALAR 629) @8 9ATS AULIR ARG
@02, ARG FFFERR A, QIAIA S 2T I9° 6gIFINR SIRGI 1e° 88 FaRd | Gleld AIdeq Q! RS
96 RIaY 1AM, QI BaIR 8.1 /IF IAQ 6A7IAE AAIF 98 QIF 96Q |

ae 99, 26 98] Q PIIE A146a, UG TIAR VA I9° 68Qq 917 9698 JRIR @6a | @F §1g AIA 9L
a0, 219d *FIRIg AV FRAIRER, WIYL-CIFG G AT A9l FEAIR 6TINER 6594 62IRYM &° YRR 928
@6gix 10 QIeTdq QIag |

QB-2I21¢ 62196Q 2l PIN-62Q FINGTINIRA 918 94 7 BRI AR |IT 67199 FAIQ F6Q | TUREAT 671 FIAR
4R 92 G998, IS G FAI0 A6 A GUILEAT I 2ATE PC 9ER6a B6aIR 10 @ 2@ SISLIQEAISY GAQI AR
301 621R9Ql 2309 0Geae @GaId |Figure 1-3 shows Tablet Mode in action.

@ o ® € m a «1 x3 M i .

FIGURE 1-3 In Tablet Mode, the search box shrinks and the Start menu and apps fill the entire screen.

@691 8 62 6KIGI ARSI L6RP FIFEEAR AAAIFFER B64IR 10 AR AAARE 62198 | FIFi 67 FIAKIAG, AR
1218 A196a IR 2FR 6299 TN UGG 62108 K2l 8T 6QHN e ARIQY AINIGERER ATRT ASHS A6Q | 6AR6H,
6@1616Q A1AQ TNEQ AYY AFSI AUCA ARIIGE FEAIR 8 QIFETIA] FEYN U@ 9O C1% QY TR FGRILN, LI IRIYQ
@@&Iﬁh\ 69209 q 1d QAEie @6Q |For a more detailed look at how Windows 10 works, see Chapter 2, “The Windows 10
user experience.”

User accounts and synchronization
36918 7 @ G691] 10 @ QIFISEE 699 Windows 63 Q4@ G6aIR 8 60 JREe 1@ 9of QUERIRI 2IRIag JeIQ

g6 G649 UIR 6491 ABR, A 2IRIAY IAF6R FINEFIAT, 2IRIRY AFC ARR AF FAGI ALR YA} ARG
6QRIgeR dIR 928 ANGE ANIR 9IIF AR | SRIRY AR 66T 1e° AIY |

4 Introducing Windows 10 for IT Professionals, Preview Edition



Figure 1-4 shows part of the new Sync Your Settings control, found in the Settings app.

Settings — O x

@ Sync your settings =

Sync your settings

Sync Windows settings to other devices using
macchiato@outlook.com.

How does syncing work?

Sync settings

= on

Individual sync settings

Theme

& On

Apps
s On

Web browser settings

e On

Passwords

e On

FIGURE 1-4 On devices where the user signs in with a Microsoft account, settings can be synchronized with other
devices. Note the new visual design for the Windows 10 Settings app.

J6TINAR 621RAIAS 625°A7)2R SIRRIER FIG FAQ 6AAIRG I9° AP 22QS F9 | QR AN 2IAYPR IN°CIRS ALER
AR GIRAENIR 62IR LAITC 6ARUGT 6IESEIER IS U@ 9OR FRIRNACA AIRCFIA, ARG ATC ARR AR FAB | & @
feature S GRAIRAQ F1IEQ ALREQ YMAI AR KGN, QPG 626°AAL, 2IF, I&° FIALQ I, RGLIY, YS° AALYER J6oIe
GRIRdQ AUNS 6JR26a 2IT8 IR 3T 62IRgRl FIRYIAT, AIRIAS QILIA AR AR] AF FAE | IR I9AgIaR 696°6Q, G6aI] 10
6gIeea° @ features 9QY 28GR @RS Il IT gawiq W@ 9aal 9G0IRA @AQIg AGAE 629 |
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G691] 10 QIR 6QIFR! FALIRYRI 99 GES @ features &Y 62@@ OneDrive 9a° OneDrive for Business 6Q
QRR-2RIAS TN 6V6AR A9 IN1PE 694 | AINERIAT, 9@ YATNG I6FINNCTAR YTRG 8 @dalg
6ING 6QIT4I K08 QI AL 62917 VARG AR, B8 BeAIR 10 YIRS AR 698 AAKAS YALYS QAN
QT |

EQQIAR FEAIFNEQ, 2IUEl IR G6IR 601671 AIRIREQ AIREFIACE, RIS ATE Q ust AdI NQ° JRIQSIRT
63GEe AARIRAIG AQAE 628l AR IR AIREFIAT, AIRIRY A0 J6FIFIREFAR A NIV ARG 2GAT 69RAIRER

|

Windows apps

@698 10 996 all AN 656Y YEAIFPR AR ANIR USRS F6Q QIR F6AI] 7 ARG YAFE 26T, D
G6aIq 2I9e A96ES O generation T I QAR R6Q (6RERERER ARYAR 2 VIFER FRIAIN), AIL
G6aIR 8 60 6EQY CRIRYM IQ° 62T GROIQ YR Qe CLIRYMI | T INGRR G6aIR 6IQ AIIFE
GeQd QLIRS | (Y9QYIRR F6ARREQ, ARG 6916AQ G64IR 6RIQQ QUCABVIINT AR AF QL
2Ig Fed *AQIg MeQ KA )

In Windows 8 and 8.1, modern apps run in one of two modes: full-screen, or snapped to the side of the

display. In Windows 10, these apps can run in a window. Figure 1-5, for example, shows a preview release
of Microsoft Excel running in a resizable window on a Windows 10 PC.

Excel Preview — O >

Launch plan

File Home Insert Formulas Review View
¥  AutoSum Recently Used IE Financial E Logical v
e - EARa
A B o D 3 F G H I )
lan Feb Mar
|Market'\ng 1 508 179 884/=5UM| )
sales 661 933 993
Operations 8 798 41

[ I I T i

[ (Y [
N T R T T

Sheetl

FIGURE 1-5 This Excel Preview app is available through the Windows Store and, like other modern apps in Windows 10,
it can run in a resizable window.
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YRS ARYAR 2 A0 609d, Excel Jgu (99° QIQ AT Ql2l @I 9Q°
dIgIeaNg, IRl JQY ARK AR - QANR) 6816 IAQER 0Q ] PAAAER I
Q9 LRS! JeIf @AQIg PRIRR FAKRE | T ARYFe AUUGERcq 67T
B6aI] 6999 gPa9a Ad @ feature JRY 629 FIF, SAT 66 INIIFFR

QAR QAL | The windows Store is in the process of being completely redesigned for

Windows 10. In builds up to and including the March Update, the original Store and the new Store
(labeled as “Beta”) coexist side by side. Figure 1-6 shows a typical listing in the new Store, which has a
cleaner design and offers a broader variety of products than just apps.

Store (Beta) = O X

Home Apps Games Movies & TV [ 2] Q % | Search

Word Preview

Microsoft Corporation
ok ko

Share
Microsoft Word is designed for touch and built for a small screen, so you

can take your work on the go. Create and edit great looking documents.
Read more

Screenshots

FIGURE 1-6 The Windows 10 Store (shown here in a Beta version) offers more than just apps.

MORE INFO For more details on these apps and on the changes to the Windows Store, see Chapter 5,
“Deploying and managing Windows Store apps.”
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A new default browser

G64IR 10 Q 99 Qg8e @ features §FY 6208 U@ 9OR CTR, FIARY, 6QIQ AR
“60169] 2161Q” |

§of 91999 B4R 10 @ Technical §4@ gIIReMIRea gIoda AdlKea faml, 1an
2015 6Q 210 92 QU 6Q3IARI (99 2244 @ feature QY 629 AEG) | G2,
AIREYIAT, 1LIR Q features QG AARIAGER GRIF FEF IQ° NLIQ QILAR1E AQY

Q@@I I | . As Figure 1-7 shows, the “Project Spartan” browserhas an uncluttered, touch-friendly

interface with a few hidden features that include the ability to annotate webpages and integrate with
Cortana, the Windows 10 personal assistant.

. Windows 10: Deployment (re... \ b Microsoft Build Developer C.. (=] FourthCoffee Store Loca.. X = = — o X

& © ‘@ fourthcoffeedemo.spatialpoint.com | B A O -

< f0llIth [0Ff0D

Find FourthCoffee Shops

4 FinaMe | albuquerque, new mexico || | Find shops | ) Reset -2
| Albuguerque, NM |
Road | ~ & ] [F

i 00

FourthCoffee shops near Albuquerque, NM:
1| Fourth Coffee Store #3178
020mi | 521 Central Ave N/
Albuquerque, NM 87102
Tek: 1-800-XXXX00X
2 | Fourth Coffee Store #3183
080mi | 722 Lomas Bivd NW/
Albuquerque, NM 87102
Tel: 1-800X00CX00CK
3 | Fourth Coffee Store #3176
247mi | 3118 Central Ave SE
Albuquerque, NM 87106

Tet: 18000000

4 | Fourth Coffee Store #3175
Lomas Blvd NE
v 245mi | 3500 Central Ave SE

San Mateo Blvd NE

2 Albuquerque, NM 87106
Tet: 1-800-X00CX00X

5 | Fourth Coffee Store #3174

3
Central Ave ¢ 291mi | 4200 Central Ave SE

& Albuquerque, NM 87108
: Zuni Rd SE Tel: 1-800-X0XCXXXX
) L & 3 6 | Fourth Coffee Store #3172
st ° g s 304m | 4400 Central Ave SE
809" = 3 ~z‘- 5 Albuquerque, NM 87108
Five Points. ; o e § Tel: 1-800-XXX-XXXX
? H L 3
g £
! g | Gibson Blvd SE Gibson Blvd SE
2 & 5000 eet; 1km _
b bRamio 2 Albuguerque 2015 Microsoh Corbizdigh. ®2015Nokis | [ e 1 Jorto [ b [T

Terms of SpasaPonts

FIGURE 1-7 This “Project Spartan” browser will eventually be the default for Windows 10 devices.

AR 208 99 2983 60 ALAEAT IFEYIAR AZG '€l 6218, 2T IR 998 | I9AYIAR FEAFAEA 2U6AR AR AL MSAILL 2T
RLAEAT IFEYIAR AR R6Q | @F 2T RLAERF IFEYIAR 11 0IQ JAIBR LAY AR @61, KL KA 2016 YR ILAQ
QAAPIG A°2Q8 629 |

692 QUIERE" Y9gIa] JR6IE6A ARG 6716Ad AR Y@ Y3 YA 6208 60 ALA6AT IFEYINR E6EIR 10 60 AUAS 629, Y4RgIAR
661 Q20 g4Il 2Iagee A0K] VIREA Ay FERl FEle ARl I @ feature J]Y AIEQ AARS 629 | You can read more details
about this two-browser strategy in Chapter 6, “Web browsing and Windows 10.”
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What’s new for IT pros?

R 2RG 671 NIN6R, NI JAA T, A, 2AG ANTR KQAR AAERIB! | 6L 6260 IV
2R FE6? AUAIFA 678 NAAIL Y6AIIGRR AAAIFS SIS, IG° 69L6 IFRAR @Yl G AR
@097 R EIRQ 6”M FEAIFE IR 6968 AAFS QSR 6297 I9° A0 JRRIY, AAE AT YRQIG Fal!
Q° 2GR 629¢0g JOTS 1&° AUNE QYAIRES @7

6J6R6Q6R QAUCABIFNER IBAG AARAE - FIFETR, TIEAG, 9G° PC 298 692 9g9ee ISRl 2ya
JQe become g4 94 ¥S° UFl Q6Q 64 69T QARAIYER IQAIL UG IS QTS ALY CRIER LAILAAR
Q98 220 ARIBAG 629 | ARYAR YOI6R 698 FARAG! I6G ARIAG 6LARTINIG 64 @ AGANQ QI 2F, “IT
Q QI6RIBI” | ATERAVANAT AR, ARG IR AF1F 1T FIA FEIGH: 2IVIFR &% RAFAS 2§ (BYOD) |
IT @ QU6RIIRAS IR AIRCFIATR 2GS 6208 AT6QIBI 9° IT 671649 AR AAIQ 698 A |
AACAIVANAT CIF, AQY 6208 JREIl NQ° 967 RUAAIFFREQ AFe AGRE JRIe AR | 6d69696R
627168 9@ R6dI6AY 699EIR] J6ad @0E 628 RUNAEGRY TALIRRI Y9° JOTE QYR AIR ARG 6g16aQ
49gI0R-65Q AARIFR 9@ 2qd Qg QIFAIER |

Security enhancements
¢ 2GRRR ATQRJT G RYICR ORI F6ATHT UI6R F6NR-FIAY 69R TR MR

AEER AIQ RIS 2RI | BeaI] JATE AQIg AIRERIATR gEessl A2Q, 94,
G 126R @8 QAR ARG @ features SQY 239 | ALIE°Q YD FAITR BRI QIR
SISl gL IR 2°¢l QIRER, G6aIR 8 JAS 908 adl @ features dRYGER QARIAR
onl, G6aIR 8.1 2R AR ARG UG, 9&° G6aI] 10 ATIQ 26 2 R6Q |

o QERNEATR TR ATER 2RIR A8 AQ0IQ FRRGH §O7 B6aiR 10 4adl @ feature
dY ISR 9@ JEH QRG ATe KEQ |

«  G6a1x 10 GAINKEQ KIF QUYS 2AS6ER RS A6, 95 §o7 @ features Fe
CRIRY Ie° ARIAR 6917 JIFIERAS JFAUG DAY ALR KAQ:

. @69Iq 626RI & @ feature QY AAFAGYEFY AR PRI IR ACAICATRK
gINISFead - 6 58al, U@ IRt ] @Y TFQ & QIR K6Q | GRS
QIELIEATR URG 26U 696N 6] QRS 26T UL G6aIR 8.1 6Q 1 basic @@
gIIRead AR A0S | RLILAY 994, B 626MI IR FEFIFIT MILIQ @7 I
Q099 6AIR AR IR AATIR-AFS RUI6FIAl (Xbox F69q 6406a ARaQl AR



g9@q QIe2Ia @Q) QiR Q69 |

@64IQ 6a6mI AVE FRQI YITIFFRAS REREIER T9L QIFER G6a] 10 GRIRg (PC,
SIREMT, @Yl 6TIR) FIF1 ERYIAR! ZIREIR REQ | 69T AREIV6Q, ARG QIKAE
Q6% 0000Q A0S YIS QINEA Q1Y KGRI, ARTIRA YINISRAREE ATER A6Q |

AIREFIAT, AIAEAIS §a19 @ feature QY IR §67 APl QU6R RIS AILIR @
supported 63 AEIG 67IRIAR 62917 ARR AR AR IR AFEAH RARANER
QleAIEATR YINIERRR8 AR QY @GN |. The Passport framework allows enterprise IT

managers, developers, and website administrators to
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provide a more secure alternative to passwords. During the authentication process, no password
is sent over the wire or stored on remote servers, cutting off the two most common avenues for
security breaches.

@6aI 10 2R 2G6E6R g2l ot @ features FRIGEY 1 QIGLIQ KRN (IL° IR
Windows @68liq 8 \1a° G6alIg 8.1 6Q ARF) QAR IQ° AMIRY ZIFASIAR dRIQQ FIREE] TRl <
I 26T G .HAGI G6F 6QIR FEG QARG | GATING IFESFAN T6Eq g (UEFI) A8
Q@G BeIRAER, JaRe 9F 9aal @ valid UG! 96Q 1e° REe @6a 6d 0S 6RIe] ATS ]IS
TIORGER S92 e° A0R UL Q signed 1900 62108, U2 ARG 9@ ATQIAT 2960G6° IFAQ
IR FARIEQ QRS | G6ai] 10 @ OS 6RILA F9Q8 22IBQ AR A6Q, 9RF UGAR gadll @
features 994 QAN |:

« Trusted Boot 342 97 @ @ feature 894 4R, AR TR, 99-9 drivers critical
drivers driverscT drivers QIR@Q M° MUQ& 2IAINEENIQ ALEER ATE 96 dFUQ AQER
AUYNGIQ AR 69K | YI9ER A8 AFAINCEAQ (ELAM) QIRQQg@e 2aY 9o10-a8 geals
99 AdR-6¢10 QIRRRYEY 2I0A K8QIg AFAE 6991 JaQ 2IAa AAULIRAN | N8 JYQ
ARAINCEAQ ALCEAING SUIFR° KARIQ QNS *QEN Ie° UY6QT° JAAQ Q6 YTAUER GYIFA°
dalaq 526 e° AQEARI KQQIq AT Q@ |.

Measured boots AIQINIRYR! §F SAIRIAER 60RY6R 1@ G4 YOTA AgiR (TPM) 2898 g9,
G6aI] 10 QY JaQl AALER QYR FHRI-AECl I @A Ie° 6Q8 FRITRILY IAJS QKR
TPM 6@ Q0848 KR0S | J9Qe! FIcAIY g@a6q, I8¢ 2a6as° Jar Adn AR NQ° Go1E-AY
QIRNAYEq 288 AR AN 96 LIRERYEY FIT @AM | @ ERIER 999 699! FIRl JRIFS
AAULIRARS 69 698 YIS AAARYPR 62T |

2GIYS QUIBAE 1a° QAYENa g6Rd AT 6991 JIQ IR AUICER 2HEslg e @ valid
QQQl, A6AIF ACCER/AR QIR D G |

Q6 9Tl AANY 6291 J6Q QR AYCELING AUEAR *ARIY, G6AIR 10 6a QAT Q ature 1FQ @
features Q4 28918 62108 Q9! B6alx 7 @ AIARY QIFISAG 699 organization 83 Al AIQ
Q0R 629:

@69IR P6TEQ 9S GeaIR IIAGER G6AI] Y6TIR FINR IR AIFG AdAREER @ feature FaY
2298 FAINIRN | G6aI] 8 OIQ AIRA @7, AR I 9@ g4-@ featured YD ATAINEER
691916 94l R6Q AT AIRCFIAT, AT W6ARTIPR ARARRIAT | B6AIR F6TEQ @ day @ae



QRTIER 2IRTe 962, AqF AQ AUCQ AFGT RIS ARIREN IG° ILIQ @G I9° AFINCER
Q80q GaTc WA AUCEF RGN | T6AIR FETAR I 696ER 2IGAd TRSE° AR A6Q |

Q3 2198 9@ AR UEAINCEQ AARIR A°YIR FQE, G6aI] F6TIQ NRIQ JYE AR I A
QRN @3 QANS QL2 |

G6aIR 963K B6aI] 9193 6208 Y9 4ol @ feature dQY AiQl AIFERAR YGII-2IJIGR
dY3RQU YRLIQ AQ G64l MIRRIARIAIGT QA ALCEQ Q AR FARIER ARIYY KR | € FIREQ-Q
independent 116 YRR AR Jog 699 any 83 9E6 g6aIdq QIg @RI, A Q-
Qaegd geRIegRq A6 AREIN QIel IAdie e goal 9ol @Ga1g | G6aIR JISIR 21
goal @ feature dQY B0R G6EIR FIRRA6R IR @ feature QY ATG A1 R6Q, AL AACAUSI
QIF, QIS 9G° GR° QIF1 Ah PGS ORI AR KA FILYRI 6ERARCY AACAVIANREG T
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@698 10 9oRI-gaSI AAGI 6dI6 KRN LILIR KA AIRNIF QUFAEER Al FETIEAT 2IG YAV 6641 AR
QRN | 656Ee IGTREECAEH AEFLR QUISH FAAINER AL IA°VIRG ALER AR IR JoRIg IRaY K82,
@6dI6aq 2Ig, G191, AEARN I ALAEAT ARGYERR GaAag A26 | Y& IRFAAR dIa AR ARIQE G6aIR
RELNEA GEIG, 6ATGR BAR IS° 699 QIANG 9F |

@60IQ A AIR, YSIARANEE 2R ARG I8 FAAIR6ES QTR IFFY 621RYR! IS 2I6g FRRIY 29AGTIg 28l 6aF
g69q Q08 AR IR 6894IR 2ITFCTLR §9I6 IR 9I2R AR TIAN-6F6AR 62717 6247 FIad AdaIq
QIBAIGE, RLILAE 999, AYLRIIR TIANYE] AR AR | A°FOR QIR SRR 621 01 |
QA6RRFIR QEIG 92 AIR QLR with 29I BF IR VG < features FQY gAY 6291 QOQ:

190gIag @IS godI 98 @ feature J/Y 6208 Q67IC AR6aQ @IS AgeiR (RBDR) @ @ 39a4, G64IR 8.1 6Q 9@Q

JOIARNER F6AI60G FTAYY FFC 19° NIRRT FRAIRER | IFAR 586 Gay TG RFLIAIFIER '8 KRARER GI!
QG FAGE RN, IQ° 6U6B6ER A°FOR I9° ACRIV| FUER AR ALY 99, NGFY 621RQ F6JI6RG Gl AR
2GRS ARV IR AANT 629 AT, 12 9@ Jagd 96% Q@ feature JqY, Gaix 6 | 10 SIRA 6g¢ @g g
AR6Q AdIe AARS Q1T |

JRIdQ PRINg YREId] GRIAd YREIAR G6aI] 10 @ ALY A°IAEEA AANS | N2l QIF QITI6Q AV 62IRE I9° 69
Q° Y4QgIag A°AREEQ UG0S FoReq Jadll ¥e° dASIRa! AFGI AEe GRYId *AIKIRUIRS | FRIRY KITI RAVILESII
Q feature dQ4Q AN R6Q (JIQ AEUITS FLAIR AW FEIGH) AIRCFIAT, ARIAE MLR VAR AAAER
YA°QIRG QR NIRRT, 18° YOG 621R2N |

QGI9R JA0IRRI @AQIq IQdIR @2l AYIYLR T GRINAER TS FoNaq 4ol Ge8 Ie° dALIRAINRRIg
QALR6Q 6YIRAIRER | RRIRAI 62100l G6aI] 10 CRIRAGR, FIREFIAL, IRIRLER JAQBIQ SIF AL AT TN
QIA@ YRFIA] ISTINRINT FIAl 67 2R 62TIAARS |
G6aIR 10 6Q GG MRQ NG, 62IRYR YNGR AR @6Q, UILIR QS YRR A FAISIFOIR JIQ AR 62IRAN |
N gRIQ 681607 GRIRQ AU6R, FONAQ FEYIITR ATEQAGEY 2I06E6Q UUAIR 969, AFGR IAFAA] AITIGFS!
QF @6Q 4e° CPU &° 9@ Qeaiq 2/q @69 |

QIP64R IRFAAR A5 FRIRAER, F6EIR 7 ARER6R A AL 6291 26AD BitLocker G2 91g NGY AR |
3Q AAQ AT ANG B AAIER 6297 IR FAEQ NG ARG I9FY FEQIQ FIFFIG AGAT A | Y& SIS,
660696 1@l 26T Q120G g9, SR IR I9RY 62102 | N2l Y9 919, @F YIYISRIQT NARUA] JaA6q JQdIR
QR6Q A2l @ LS Al QEQITIGRR FLE ATA JERRG! GAl §1g TR TR AIAES | 2 AFE, I AN
QUERIBI, AR GGl GQl, TERQQ PIN @ IR res 62¢ @QQIq AQAE 69R QU6AIBI 2WRG! QRS g9 |
Q% AT 2ILFIRS! QI LUIYER AR 9@ §FIS YOS YRR AIYS, 6dUGE FARES 98, 9Tl AYIRR N&° AARIRR
JUoq FVAEQ 531 2RI AARIAT MERFYER | G6aI] 10 MEQYIRR A°IAE 19 Q ly 02 Q196 aq4Ide OEM



T6ER AFR, QIRYIARAIET BRIRT FIS @ feature FRIG AAFRIGFY 2°Yd AR FAGI IR QIRLIQ ARG ATE 6269
digl @ they 10l 6276 2GFIAT 6919 PPN AT 6268 |
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@ QRYIAREQ, 629 I K12 ONRRIQ AQAT GIPR G121 6208 AIREKIAL Q issued 1Al KIQ
6219-ARQ ATTERY TRl 9IHO | B6AIR 6RIQQ 69 any &IF 2Q IS° 68259 2 ABHS F6R
Q19 9@ 29l FIREFIALY BETIR AR} KRR QIFR @QF | @ Q signed NG 2IAYER IR
RERIFIAR RAIC 68IQ FIIFER FATIAANRG A F6Rd FAIVAAEL | 9T 2AIFR 9IRS
2IIBAE AIRQ AT QAL 2IY LI K6 WP ARG 6AIQ 62RT, 6QCIAG IR Y4AYIAR

QI@@’GQQ I QLS @ﬁ@l‘i Q%9 | This feature is not available in current Windows 10 Technical Preview

releases. Chapter 4, “Security inWindows 10,” provides more information about these security features.

Deployment and manageability
G6aiq 10 @ Y9 AR FEARR G6aI] 7 26AR 96 IQ° AL 6T, ne Windows G68ig 8.1 6a RaaIde 6210gQl

9oq @ features JQIGER 6Q1G AMQIQ | F6AIR 10 AR FEAUFE YRAIER RRE IR F6TIEAT FRYIARER AIFR FAS!
2IgQ AL @AIES |

@64Iq 10 2069 IR AIQMAR “6QIT 9e° 6AIR” 3R QAT | 69T JFAIEA IR FQIFIR RUFASIQ G2 IQ°
626°QAL QUITSQR, Y@ QA UUAG° A REAR FCAFR, LIRNQ AT 1&° Y IR KRG, N&° FIU6Q BIG!
Q° 696°7|2 9« oring AR @RSl 2SS |

4@ 2508 30T 6208 An-69Q AU6GR, 69K96Q G6EIR I NIS° 2alg IR AQIAIe gF8E] e 90R (F1I9e) 968dq
RFIBQ gRAIQ F928 @R | YT gl FIERIER G6aIR AU6RT FIRIFER QIR KR UU6gQ Jaal ALe AR,
@3 2l T80 6949 FRTTERAQ FHIERFQ IG° FIREFIAL, FELIFR $FT A IAVIFG, AV ARG 691649 ATS
JATG 6291 AGQ |

MORE INFO For more information about planning and carrying out a Windows 10 deployment, see
Chapter 3, “Deploying Windows 8.1.”

G68IR 10 9@ o7 6JIea° 29 6QIFaIN, QI2l G68I] 10 @ OEM Q°QIde 9%6 Y@ GRIad § e ¥499Iaq-Jge faIadsa
QAIBQ QAN | & 98G OEM Ga1IA8Q 2QI80 2IRengeq AaIad @t ¥e° gIaed, aid, Y9° Gaiid Gead 64iel @t
AIRIR IR FIeR QA 9O20Q 2°dl 621923l | TRITR IR 6dIF-I°-6RIQ FEARR ATR AR, §F AQR I&° 2RYL A1 |

JACIRAI 62IRRYQI RAKAEIGLREQ, ZITa PC A60e @ag I9° 2w PC Gaagee Je et 629 JRQBIQ daiq
JHPC QAQIEQ ALY R6Q | IE FRFYER, L 6AAFFQ 7@ G6AIR 8 A°AQIQ YUY TQIF 62IAR, QIR
62 69% ALe @ appointment 4 G798 eQ G6aix 10 FaIRQ g restore YAR @7l QNG QAQIQ AGAT G |
36918 10 60 9OF YRQRIR F9aYee 1@ A2 benefit 98 MIQ AR @6a: IR restored FITG ARG da ANG
AR AMPRYEY RS @RI, 22IQ A°JAR AN Q@8I T6Q RUCRBIF T AR A IR QY2 ARG 6aR Dalg
AGQe QI |

3691 8.1 9Q, gQ res 64 A9R IS1-G° G 2ABHB FEQ WL 1K QUCAIVIF IR GOR FINeE TR0 @ SRR
P2 AR AR AN KL AFICPEQ AECIRER QPGS @Yl QAL 224 IS FAR| FIAEQ TS FRQ |
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Virtualization

@64aIR 10 6Q 9@ Q ust, AR-A} VFANRCFAR YT 2LPS | YNNG UAAA-B AR 92 Q feature
JqY, G6aIR 8.1 AQIDI A FeIFe A°AIFPR ATE ARFE 629, g G6AIR 7 Q AU6IR FQAR BT AR
gl GIETEER @ ggsl 6916 266 | QINE RIA-6 G69IR AR6R Fgael ATIR TRIANAGA LR
@6Q, digl AT Tl QING Ie° AR 2T6RG° AqAQ 32-37 IG° 64-37 A°AAE PRIAEQ AE]
QQaIR 6037 (VM) 98 @6QIq 290G 628l | 2IaG 699 99° 62RRdFI6e Y@ AQIee JR6Q4 AU6Q
Joge 9aIe @ 69R ALEER I9° 62IFERR RIIFE 19 96 A9IRd AIRl @ rob a1SE dayl 98
@QAIR6R |

Qg 2RU9-6 G6aI] 10 Q oA VRRF QAR FEQ I&° FQYAIR ZIRE AUNAAEIYLR FIQ ALFER
JRPIRG 6TIRANRR, 6906 90| 624Q | G6EIR 10 FIQASI 9@ 622eY PC IQ° G64IR ANR6R IR
2RIQ-Q AREQG FIIER VM DIRISRG 621RAI6Q | QINE LRDQ-8 G6al] 10 691 @¢)l G68IR 10 4gIAR
QR Q6Q; N2l FIY 2GS 96Q 6 6218 FRAIRNACA T 2P6EQ @ features QY AUNE 629 | QING
QRATQ-G @ QI FVAER 2R IR AR, 2D 8, “B6LIR 10 6Q VFANRCHAR” 6@ |

@64I] A9 2012 N9° Ja9eN gRIFR AG3, G648l 10 Fiil APRINIRERAR Q I GaF TFg AAde Q6q:
QPN 69ASY Q@RE (VD) | 99 QR 62629 ERIEq IS 690 9a VDI 9064 629 @A 49w
26S | g4I, QFAIR QYIS 18° IRIQe dLINRI FFIGI AZE @ VDI d86ad dECIngl AQR |

MORE INFO For more information about both of these features, see Chapter 8, “Virtualization and
remote access.”

G64IR 10 6Q Q6AIT 69 QNG ACVBVIAINT 699 any 64 JRIAQ 6QTEIRER 1@ VPR 68ATY ATE 6T
QARIQ 29A0 6@, QITIR P QIF1A 688 6a04la (LAN) @9 982 699 6a04@la (WAN) | AIQ69IAe, Q6AIsTdg
QUACRIBIAIRG I AR 60T ARG IR 96Q L2 AR1K 60ICY ATC AR FRAl @6Q, ARAGE 68i@al, 3D
qIFg 9da, USB 6006TQIR QIQLIQ @61Q1 NI9° 24-A97 209d9E06 R9Ye I8 @RQ1a 70! 28RS K6Q | 9
user FYGLR YR QUCAIBI-6TITIAN 82 IG° 6TLIQ 6ALQ B FITITFS! I8° FANACIG ARG 61, T NI
6RICAR IQ° ZJEQIRYER VDI (i 2 @RI AILIYY QEQ | T A JAI @R gRIQQ VDI 68ed (UTSIS VM,

Jne VM, @Ql 2RI6QER-ZIIRS 69A0) 6Q QUMD |
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CHAPTER 2

The Windows 10 user experience

AIREFIAT, G6aIR 10 6Q A GAG 9OGL 992 QIal 2IYIFA GELIR 6009 96 @8 aF IR FUR 6QSIARE Il
QU6 FRQ A6Q |

AG 2198 IQ° e A°Q G6AIR 7 A0 210G 0@ed (6880 if AT 2IA8 2014 6Q 9LIQ 688-AACR IR @8 AL
JeQ G6aix 1gdq 9@ QIRILad AAIg @988), AAdg @8 9o ATy A8T6R 2GRS KRR AP | IR igned SRIaR
RIS QIS 6917 6298 A0IQ AT JHRER, FELM AICARQ 2RYAF 6AG°ANL 2T 26ra Aar| 690 IRIBAS |
FEYRIQ A, 9T T8 IS° AT QUCKUBILNER G6AIR 8 Q JIQER 6T 2R, FVE QGT Y@ FTR 26T, 6a9R
219615 B6aIR 10 @ 9OF QUIGINYER IYRIg 89 AR, Qar AIdg G6aIq AZS 2ITd K8gal @8 @ ques S9q
RGP *AQIQ AGQ | 8 e° GeaR 8.11

364K 8 ANK 96Q FIREYIATLY FIGIFIS AT FRCAN 64 FIRG rev AESIYG QUCHIBI QRS A2Q frustr 94 Faudl Q&
QA8 | G6aIR 8.1 60 AALITG 621RLSI AFEHIIG ATE, VTR 68/GY IG° ]IS 66196a AL 1B IR AACAIS!
JARGIQ IR 6] YR |

TRIARD, G6AIR 10 RUCKIBI ARG AR IR R QIQE 9AER JIIF K61, Y2 G6AI] 7 e G6aIR 8.1 @
A6RIRS QAIRIRGLY IR0 KRQ1 99 JG0E 69ASY QUIY ¥&° §E5 29-UGYR @ ques IR CRIER ARIBAG AN
QAR IR AGRES |

36819 10 6@, 2IAE Ie° AT RUCABICANEH QAR 6026Y PC @l NIATY 60 AR 6% G6I] 2L AR
R0IQ AIGER, A0TE G6I] 62T JEAGYER AG, ARIACTAN G6SI6Q 64T QOR YR ATE 6QIFIeLIG
QRAIGER | 9@ $Q-AVF 67IRIAN FAURAER, 2T AT 671Q 6 A} VAR, IR IR 626°, AIRAY YEQ 99°
QQITER &Y TR Q1P QR ARR 6QRRQ |

AIREEAR @ ques IRQ IR GO7 697 BEAIR 8 Q 6RERERER TAYL “Q6 691”7 @ ques IRG FIRIRAN, IQ° BT
10 6Q QPR 66AGY 6B TIAI BeAIGLQ XRAS JR6E A g4 F1U6Q RIS KR! AAR 621K |

2I06wa gIoa G A68969, B8R 10 @ A9l 998 AAERAIVAIGT SIRe I9° Gaede AIR @ 086 1a° gHIgyst
6AIBRI 2IQNR F6Q, F6ATG if AT 6AAEH MG a IR VIRHAR 69ACY UREF6R ALY @@ | YT 2RINT GeaIR
10 QUERIB 2RRSIQ VFRAR FVA6Q ALl YA 2SR IR FERI [6Q AL Q you A 2AE 6T 6QFAIFRY
QEAIR NGA *AAIRER |

An overview of the new Windows user experience

The Start screen is gone. The desktop is back.

That’s the beginning of the Windows 10 user experience, but it’s far from the entire story.
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The new Start menu, shown in Figure 2-1, is divided vertically in two, just as its Windows 7 predecessor
was, but its contents are a bit different.
€ ) EdBott

File Explorer
Los Angeles Dodgers

Documents
vs Royals
Settings Surprise Stadium, Surprise

Wed Apr 01, 1:05 PM

Project Spartan

B &%

Skype Calendar People

Most used
Snipping Tool
Sticky Notes

Paint
517
Santa Fe

Cloudy eto
religious

Remote Desktop Connection
Notepad

Store (Beta) Photos Weather o
XPS Viewer

-

Alarms & Clock ' ‘
£

&% People Explore Windows

All apps

FIGURE 2-1 The new Start menu combines distinctive features from its predecessors in Windows 7 and Windows 8.1.

Q1A Qg6 QAeQ 89 adis GgRtegEe 218!

AAER AU6AIB! IR IR ARRY, QI G} Yl GUIQ 62916967 PC @ AR FAQ, AIRR 2RT, AKRE ] AF
2NIRG 626°A7)2 Q2RIAR AR Fag 289 @ 671G 919 @RI | ( lock the PC, sign out, switch accounts, or
change account settings)

TIRR NFEYIAQ UIR ATAT (E64I] 7 SRR, FIF AARTQ UG F2F), AHER RLARNAIT BFI6FE 6TIRQ
Q° 6966 aIg |

QIAgIa IS I9° HRTER 641G 621RYRl Y AR ATRT |

« Q@ Q7Y 2IY ATAG ALl VT 679Q QT A1 AFRR 62 YR 6YR° GIAR IG° 69Q ATRY ATE FARIRAIN
- Q1913 Gealg 8.1 6Q @% 6@ &M | (The shortcuts to system settings from the Windows 7 Start menu aren’t

available here, but are insteadon a hidden power user’s menu, which is available when you right-click the
Start button or use the Windows logo key + X shortcut.)
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QUG 671960 IR AIGIQ 997 2T (65IRQI, @R FASI, g7 art 2QA) Il M0IER EQHIARYF FRAIEQ AR AR
Ailgea A9 Qg AIRIBAEG 62198 | QUA YILI6R R §R 82 FERISIA 1 IS 67197 IR g4 daQI6q G2 K6
| 698 AAVRIER, QT AIF QIS YA 2N, 6d696R6R NBY FIAR AN AAVIFE 688 AN AT YR I FARIQ
QI 99 |
622 AIRQ CIANGER G6aIR 8.1 6Q gl JGURE JQ Y@ &)l @71 QI R6Q | YS! Y604 IR ARNQ YRR
AIR6R, 627I9F 6qIFI6Q ARIQ TIRER IG° Y624R 661917 IR A4RIRIA! QIFl 6@RAIRER |
8° 2l RAIGE K6Q: 2l IR gIIRERIAR | WG 679Q 6RAIRG 9a° @ features FRIGER 6RIRIFY 2SI MOIER
6Qg2Ial AP I9AQ Ol J628 RLRR 629 |

The Settings app

That Settings shortcut leads to the Windows 10 successor of Windows 8’s PC Settings. The iconography,
shown in Figure 2-2, is a distinctive change from the Windows 7 Control Panel.

Settings = ] X

L¥ Settings

| Find a setting I

= =

&

System

Devices

Network & Internet

Display, notifications, Bluetooth, printers, Wi-Fi, airplane mode,
search, power mouse, keyboard Ethernet, VPN
L
4 a @
- Accounts A
Personalization & & 5 .
Your account, sign-in Time & language

Background, lock

screen, colors, sounds

options, workplace

Date, time, region

account
-
1
-~
Privacy Update & recovery
Location, webcam Windows Update,
micro backup, recovery

FIGURE 2-2 The Settings app is designed to be touch-friendly and to cover most common configuration tasks.

R6LIN ISR TR REQIQ G612 G6AIR 10 6Q @ 2 AR G246 @R §F 12 9% 9969 | E6aI] 8 @
RIR 9Q0IQ, 664e QAITO Eeaix ARG € AIJ6Q 2R 37 FIRISA 9AE, AIRES (@3



219 2 G6al] 10 UQRIQRIRN 6] 17 @1 17

AQEQ6R G6¥) 69ATY F6LIRN AIETRER AR V1§ AARE @RI | &l A IR SISl 9@, CIgl G6aIg 10 @
TR O] U6Q & continue A6RL6Q RIA Q@9 | The System pane, shown in Figure 2-3, is a case in point. In

this preview release, clicking or tapping Power & Sleep offers only limited options. That shortcut in the
bottom right, Additional Power Settings,leads to the familiar Power Options page in Control Panel.

@ System

Display

Sleep

Notifications & actions
On battery power, turn off after

Cortana & search 4 minutes v

AppEsSa ST When plugged in, turn off after

Speech 30 minutes v

Storage Sense

Related settings

Battery saver
Additional power settings
Power & sleep

Multitasking

FIGURE 2-3 The number of options in the Settings app is growing steadily, but some tasks still require a trip to Control
Panel.

ARIREG ,, UG 6B FELR AR IG° AIQATR AUCAITG! AR TR Tl I6ACER FIFR (F6ETRE
QIRIAR @IdY) Q86 §OF 625°A7R6Q AR AINIGER AR ATAS 6HIFUR AR 2T |

Notifications Center and action buttons
G6giq 8 @9 G6aIq 8.1 9RIAZYRI IR FIREAT @Yl 69 I]-286 PC 69, @IRINQ T FRQI I 6619 SR |

@6aIR 10 69, 622 671 A°gd Q6T JINAIRE, 1@ G8F 679 FI0I FARVIRAN AT 69] G6F @ SUIQ PR 9F] Q
ERIFINEAIRN g AFE 9@ AR6Q 29 T8YQ g9 @82 | The icon just to the left of the system clock “lights

up” if you have new notifications, going dark afteryou clear the list.
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Figure 2-4 shows the Notifications pane open, with the group of action buttons expanded to show the
full collection on this device instead of the top four.

Notifications Clear All

Windows Feedback
E How satisfied are you to see apps on y¢ 6:227 AM

You have new apps that can open this type of file.

pen thi

You have new apps that can open

Collapse ™
o % il e
Tablet mode Display Media connect Al settings
& op
Location VPN

. 8:00 AM
~ BBy

FIGURE 2-4 The Notifications pane shows messages from apps and online services, with action buttons at the bottom of

the pane.

The list of four action buttons shown by default can be changed, and you can expand the group to
show additional options. (Those options depend on the device itself.)

Cortana
QOI! 6208 G6aI] 10 @ Y9 QISIG Q features FFY, IR QYBQ 691G (Xbox 6@ I6RI TIBIASQ FALIRYQ! AT IG° IQ AZQ) |

RS, AFIR1 9@ QUBUE ALINR NNEA AT FEQ, FIFIC IQ° 64] ANNFY FYS @el8 Q understand QIR FAGI Y& 622
F62493q AIdY, Age, A7 F6wd6q UGS REQI AR Y6} IT ATE Fig8 F6Q |
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Q

Anything | can do for you, Ed?

QGG @919l gI N9 QF A B6AIR TR 2EREET, FIGRURT 6696Q 64 eIl &R IR G68I] 10 JRU6Q
6Q3I6R6M | NG AR 26RR I §@ 661 Q AR |

ARIFE 6241, 62 AAA ATG YR PR 62919 KIREE | AHER JIIERRR JRAFFER 2IAS AL 60YER
QI 6208 U@ QIQ AZRAY YL@ 2T 9@ A 9R QY TG ARL T6Q 6QY6R |

@919l Q understand 7QIQ A6FIQL QA 6298 VI 6] @ LI AIFER QIR BT TR AR, Al
AIREYIETIR ZINAR R 9 GITl FAR6Q 92 | (IR 2T @FIe! AV A& AIF, 628 AFE AR AR
RGN, QTR AIF K6 |)

= Notebook

routine

daily glance
Commute, calendar and more

aily
ettmg around a
c conditions and transit ideas

local apps
Discover more about where you are

I||| k gains and losses

. ack gains and losses
Tra k qains and losses v

+

add
218 9° TR RUCKRBIFIEH IR GEFQ UGG K9Q1 I6Q, FIIRIF 6QI69R g 699g, A2 5 2-5 60 2EIVILE

| 6Q2016Q TS o2 - AR, 2SIFl FY@, AFAIT, FIARAQ AT T AEQ ATNA AITER - 6ACGEER TS
“6Ll160 @8 JRIR” QIPER R K93 PAB A 6LIRYIN | (671 AIQIE SIRY @RI F1I6L ANIQ IRITR ATG 6QT AIRIEQ
QAN |)

FIGURE 2-5 The Notebook offers users fine-grained control over what sort of information Cortana will assist with.
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Modern apps in resizable windows

AR 2108 6] 8 @)l G6AIR 8.1 FRIAYR RUCAIBIFIGFA IR 66IF1g AR FQE, A RIIFI I8 AUAE! )
QUER ARIQ K5 IATE ARCAIT GELI6a: 2R F6AIR 2T LR VAR AR, 90 full 1@ gd 9aqIes,
G64IR 69269 29 4RI FARIQ AGRP0IQ FITRIA AINER 81 | | QI AEIQ 628 9aT 671Q (U6 JRRER,
Q6890 the 6299 QU6Q |

G6SIR 8 1Q° G6aIR 8.1 Q AR QUIEAE 62T 2IY F1IER 6QE60Q @GR! | 1@ 09 IR QU6Q, Y2l e JEYS GaR
@Al 2 FRIER YRR KARIF JAQ Q1A MIAQ AR KQG | @F IR @Y FRAIQ ATG, AR IR A § AGRIAQ
AR 2FF FIAQ IoRY ATR-AIF 62149 YHIARI ARGR P61, IR AP AGEaR 6QWITR AIR 26TV 6, 9e°
FIU6Q 631G QIFeIN |

G68IR 10 622 AQQ BIGG |

JeIel AT AARIL IR, 2RJER AAYFR FRFIR ANRACRIR F6HI6A FIRAIRL QI 6869 SIRAING
FINIYIRAIAR, TI% QIQ § @F FALIRAUGR IQ° A4 G6AIR 60T AIPERAQ IR AGFIREG 621 |

2IYAR 2D AR GFIRR AIRIT GRI96Q 2T, @9 2 60I5N RAAFG AR 69 AR 2d FAARE | FIRTR
AR Q QI AIFEQ IR “QINRG 669" 2, 69¢] NLIQ AR 62IRE FIAE LR FERIT PNE 60YI 1@ UARFGR

@R 98° Q0% QIC 9] FIEQ IS QYT 6QIR RIET GIZ | Figure 2-6 showsthe contents of that menu for the MSN

Money app, which is included with the Windows 10 preview.

FIGURE 2-6 Windows apps, which used to run only in a full screen or snapped to the side, can now run in resizable
windows. To find settings and app commands, use the hamburger menu.
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Navigation

¢ 699 9eQ @48, BeaI] 8 @ “2Q 6xI9” 67969AR] @ ques IR IR AATS G6L | Dl
696R, G6aI 10 2IANT S QY IAQ ARG @4 IS° FIT6Q A 63N B6gl 6eHIAS
219015 ARAQ AEINIYERR A°FLQ TG ALY A AR AR GR A VY FRRIG @9
I

Q@ GI96ME @Yl 9YR-AFC RUNASER, CI% Q8 6HIMAIQ 28 QAR A *AAIRER |
@ FIRQ N9° Q16918 QTG AR BEAIR 6RICHI @1 + GUIQ GRIg Agl 12 AR ATEQ 1A QY
QeR QG? @Qg, e QPR ILI€Q |Figure 2-7 shows Task view in operation on a PC running the

Windows 10 Technical Preview, with fourtask windows available for switching.

FIGURE 2-7 In Task view, every running app and every open settings page or File Explorer window gets its own
thumbnail for quick task switching.

If you see only three running tasks in Figure 2-7, look more closely. The fourth program is running by
itself on a second virtual desktop, which you can switch to with a click or a tap.

G6aIR 10 Q G64lI-9IT° UIGQASIER (6 Y A6 71 KNG4I G6aIR 10 F1-I QRS 29, G6aI] 10 6Q, TS @
G691q AuS AIdg 99 ARIG6R, 6JR0I6a 1Tl 2l §] AR @R, Al 699 any 63 ARG | GIEAIT 6RIGQ AIRI ]
the 1Q1 2l RIaQ 0QaIY QU Q61 |

AR 2194 Aee AI46Q IR G6al A K92, G6aIR 10 AR Q6a 64 2ITE 12 AFG 2y IR G6dl I KEQIg SILIE,
6QRIFY IR AIREFIAT, €16 FQIETIY IL° AIRERIAT, 96gM 6963Q FIER BIFI 2GR FRQIQ @7l TIAR IPEYAR



364 A16a @F QI | G6AIR AR 69T §01a AT 621RLR Y FITA ALE FEQ |
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10 helpfully displays thumbnails of all other running windows alongside the one you just snapped, as
shown in Figure 2-8. (Click anywhere else if you want to refuse the offer of snapping a second window.)

sssss

vvvvvvvv

= 731 PM
P4 B

FIGURE 2-8 When you snap a window to one side of the screen, Windows 10 assumes you want to snap another window
alongside it and displays thumbnails to let you choose.

Tablet Mode

42 2IB6Q ¢ VA A4l KGRI ZNRIPE JGQRR 6208 AIRsae fashion @6a PC &gl
AITGY NLLIQ FRAYR CANT AT AR AIR: V161 NG° FIRQ 7Yl RAIQ ATS |

@9 98 G IR CIRERTY LR FR8E (A7 UIV6LR, LR IR O 6TARY IR TR
JR-AFC RIR GRINQ), AINEIA] MNIENGYLR 99 |

QUIAEMS 6C1IQ J6RF @ag, gl AIJd QIRINIQ I @Q TRY 6dQ 6@ &I QUIRERS 6711
2IFR QER QU AR RAAIRER | (YIRS 6¢1Q F1- @ QIR PC 6Q o QIFl @6 9
2194 RUNT TR A6 QAT FARIG I9° FGITY @¢| ARG G4 AAAIEQ Y@ Fagd
29 ORIRQI QILIE |)

UIRERS 69117 T} FRQ! QR 67199 AP FRN, AP 999 6915 KFIR ARRY §
AFIFR F6Q N IM FQ 69117 6Q Y6RUIR 2 PNRAN | AT G A6 9@ Gl A
QRAAIRER, @G 6ICFERER TS N2 K98, 92 JAFAa Ad QD! IUR K6, 9° I
62IR0/QI 2IY F1IEA IR U9 aR Q8 21T, 699Q 6QHINAEG | Figure 2-9.
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B Microsoft Corporation (Us]  hitps microsoft.com

Popertes elect B® Microsoft

Account security Online Safety Profiles

word Family safety settings

How does Microsoft use my data?

Microsoft uses your data and preferences to personalize your experiences, send you marketing info, and advertise
things we think you'll like. Below are some resources to manage these settings. Additional settings may be available
in some Microsoft products and services.

708 PM
41205

- &

FIGURE 2-9 In Tablet Mode, resizable windows are not allowed. Apps run in full screen unless they're snapped side by
side like this.

File Explorer

219G 691699 ¥&° Q19 gad TR ARG QIR IR A9AYS AFC AT FeR, 69LAIR G6aI] 10 6Q TIAR
g6YINaca 75 J6eeq IR Q8] |

94 2196 G6alx 7 @ 6918 10 @ AIR83, G6alx 196910Q OIQ TIAR § FIF AGLER |

NgEYIRq, 92l 26T | IAREA! AR0IQ 9] AGLER, U121 BAIR 8.1 IRTR ARAQ! NI IR TS 629, 671 Ne° KAIY

QIR IP6Q AIRCRIAT, AT - VoM Q9] 6419 | Figure 2-10 shows a typical File Explorer window with a context-
sensitive Picture Tools ribbon visible.
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]

Share View Manage

[l Preview pane (%] Extra large icons M Large icons

| lil Details panzi [ Mediumicons [E] Small icons
Navigation ==
pane~ BE st H== Details
<« vi > OneDrive > Pictures >

. Name
Quick access

@ Desktop # @ Family photos
=) Documents » @ Insurance claim
4 Downloads + 2 Screenshots

B Musi , Blmc o051

52 Music 5 BT

& Pictures P

8 Videos »

¢ OneDrive
8 ThisPC
a Network

*#, Homegroup

<

S5items  1item selected 350 KB

Date modified

1t [
: So;tI “Ei,'
by~> ([

Type

File folder
File folder
File folder
PG File
JPG File

[C] ttem check boxes

l] File name extensions

Hide selected
[] Hidden items items
v O Search Pictures
IMG_1158
JPGFile

9/19/2011 7:22 AM
Add a tag

1600 x 1398

350 KB

Add a title

Add an author
Add comments
Available offline
Canon

maker:

v
v 1

Options
v

model: Canon PowerShot G12

=

FIGURE 2-10 For anyone moving from Windows 7, the arrangement of commands into ribbons is the biggest change in

File Explorer.

QIF1 697 69, IR FEIAAEIR §6 Y698 SInKI g8 A°ARER 9 AINRIQ AT @6a | 218
NREFAIGYER 6QHRATER @Yl ROIR AIRER | (6QER 1@ AT AR BTR, AEQ RIIDS |)
NQ° B6aIR 8 6Q UNITG 621RYRI AP ] ATER ANE-IL°-GR ARFYER 625 TIANYER

6915Q1 @90 AL 26T, 6J66I6R AT AT IFER R FAE IA°FIFC ALER QAR 4 (|n

the left pane, a customizable Quick Access list replaces the Favorites list from earlier versions. Youcan show or hide

libraries. (They’re hidden by default on a clean install.)

And searching for files is much easier because of the point-and-click options on the Search ribbon,which were
introduced in Windows 8. The Search Tools ribbon, shown in Figure 2-11, appears automatically when you click in

the search box.)
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Vg L - Search Tools  kind:=document - Search Results in OneDrive = O X
“ Home Share View Search o
Current folder = Hrj Kind ~ 45 Recent searches ~ i\ X
= u ’
> All subfolders & Size v & | Advanced options v iﬁf
This Date 2 Open file Close
PC J# Searchagainin~  modified~ = Other properties ~ [ Save search location search
<« v M} » Search Results in OneDrive » v 0 x
A A
OneDrive Launch plan Launch plan
o g Office Open XML Document
&) This PC
C\Users\macch\OneDrive
@y Network —
- Launch plan =
Homegroup 5 o

FIGURE 2-11 With Windows 10, clicking in the search box in File Explorer exposes these point-and-click options for
filtering and finding files.

369IR 10 60 ARY 60609 YT TIAM IFEYAR AARER I8 9O 29IRIR AR ABHS A6Q LIT AT IR TIARN,
TIAM 69191, @ 6TIRQ 2GR FAAIQ QNG 6QRAN QLI 2GR FIRIAIG AAER VR | 6TINR FRFIFRER
FORG 9, IR 9O TR IFEINR G6al 6MRAIEIER A QIF 9T 60] @ 671 FU-6NAR 2IAGT 9AR AR

POR REQI9 IR @Y 21e] SRl 28 |
Cloud connections

@364 10 QIR QIHRINIR 6QISMITER IR GATNG Ie QNG ALYS 6IPF LI AIREFIATR AQ RIS 6]I6Q] ARAER @l
QVACQ JIRS TIANICAQ J6Q4q I@G @QeN: OneDrive (Y@ AIGEI gIee 691 QIR (R QIR 250D 626AR IR 96Q) 4&°
QYQIB QIR OneDrive, QI A3 365 QUGAIL 9&° I4ATIAR HIGIQ 9@ @ feature J/Y |

QAo BeaI] 10 @ Technical 88@ gIIREMRRER, QAL AIR OneDrive A°g4 G6siis 28, 99° OneDrive QNG 1ALIe @8
ARG UG QA QI QI CAIGMIAER 2T |

QRIS AIR, OneDrive NE TIANGER IR FA9I AR J6AR AR AT F6Q | 62T AALER FFl T6Q 69 time 9T ATAGQ,
2198 88 2-12 6Q 62HARYSI AR OneDrive @ AL FTLAY FAREA GEE 6TIRA UL A FF AV FAIQ FaFY AT
RAAIREQ |
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Customize your OneDrive settings

If your OneDrive files take up a lot of space, you can downioad only some
folders, or save your OneDrive to a different drive on this PC.

0 Sync all files and folders in my OneDrive
Everything but files shared with you will sync on this PC.

® Sync only these folders
[C]|_] Files notin a folder ~
> [I7 Archives
> [I[] Aspen vista 2010
> [I'7 Blogimages
> [ current Work
> [ Documents
> [ prafts
> [/ ] Ebooks v

Store OneDrive files here:
C\Users\Ed Bott\OneDrive Change

o ][]

FIGURE 2-12 The current OneDrive sync client allows the space-saving option to choose specific folders instead of an
entire library of files.

Je9IQ, Y& @ feature /Y JQLER1 AU6Q U6AR TARRR 62RIQ AR 2T, 654 AUCAB| AGRIQ AFCHY G2
QAUER 2P AY TG @ag AIT |
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CHAPTER 3

Installing and deploying the
Windows 10 Technical Preview
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Compatibility and preparation

NOTE For Windows 7 PCs, the most important additional step is upgrading to Internet Explorer 11
before January 12, 2016, when support for earlier versions of Internet Explorer officially ends. Beginning
on that date, only the most current version of Internet Explorer available for a supported operating
system will receive technical support and security updates. For full details on the Internet Explorer
Support Lifecycle, see the FAQ at https://support.microsoft.com/en-us/gp/microsoft-internet-explorer.

d6alx 10 AR FRRIY, AT AdUIg IS 68160R 699 (32-6] A°AAE AR 2T Qe6a 16 GB 99° 64-3¢ AR 20 GB)
Q° adyig 2186 RAM (32-GQ QIR A9 1 GB, 64-8¢ Qix 2 GB) 2IQ4la | ), &gl

2999 26AIR FAITR | 6916229 FEE ©IR6Q @ Phys G 024!l 99659 (PAE) @ A9de @8Q | No-eXecute (NX) QaI-
Jesl @ feature 8§94 @9l eXecute Disable (XD) @g @ feature QY QISR @161 ARI2 YQSI; NQ° A SIMD 469K 2
(SSE2) | 218 Q3@ 9Qéll PC 9o% 64-7 AIRQ 2Q6a1M 62IRKI6a AR 6ARIATA ATIFRAIEE TR Fa8 FeadaIalg
QAR @08 QI@: CMPXCHG16b, PrefetchW, 4Q° LAHF / SAHF | The following device types are incompatible with

Windows 10:
G69IR 2INTE ORINYRI 6T 2IRTE, AETY 2 ¥98° AMIFY PRIRg G6aI] 10 @ Technical 80 JIIRERIRE A8S

QUGS 962 IG° G6EI] 10 Q AGF gRIFF6Q 2AA6IR 62RARR QIF |

32 GB @l 9I'0IQ @7 6RUEQR &jQ1 6816 S196ma KILl WIMBoot Q4e2iq @G Sa1Ide 6210eml G64lx 10 @ Technical
FH@ GIRERRGR A8 gRISRg U6 F0@I AIR 2R6RI FAULRAM | AIRCFIAL, AR IR JRATFER 1@
Q1N IR 69T |

G681 10 671IQIM AACQC° AAF|, ITG 26aa 6926 G6aI] 10 ATe FTe AAER 6L, AP VIR TS AU |
G64aIR 10 66QaIR gy &9 QIl PC 6Q QAR IR RARE, 6TIF6R T AL Q1F |
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https://support.microsoft.com/en-us/gp/microsoft-internet-explorer

Enterprise deployment tools: A roadmap
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@641 10 @ Technical 86@ JAIERAIAR 0If @2 a9I8 996a 28 |

dar 6949 @RTT60d] AIERER A JO9R! °AAE6R G68IR 10 60/0T AUCAT AT 9e°
QIS AYERYER0 FEAFR, ARG Ie° AAVIRG! IR A AR ALHS 629 | AIREKIAT,
gl ekl Q27 69 B6aI] 10 F6AURR, 1R Y&° AGRIRRIg ANER REQ! AR Iae 629a 2012
R2 Q041 0R9IRR IR @ 2R4eR 91 RAQIq 69184 28 | IR6RIAT, FeaIes gR] (MDT)
el @6@@ 10 Qi AR ATG AIER 629 | As of early 2015, the Windows Assessment and

Deployment Kit (ADK) is available in a preview releasefor Windows 10. (For download instructions and
links to details about what’s new, see http://dev.windows.com/en-
US/featured/ hardware/windows- 10-hardware-preview-tools.)

Figure 3-1 shows the options available when you install the preview release of the Windows ADK.

Select the features you want to install

Click a feature name for more information.

[ Application Compatibility Toolkit (ACT) Application Compatibility Toolkit (ACT)
Deployment Tools Size: 25.2 MB
[V] Windows Preinstallation Environment (Windows PE) Tools to evaluate and mitigate application compatibility

Imaging And Configuration Designer (ICD) issues before deploying a new version of Windows.

Flashing Tools ACT requires access to a database. The database must be
2 o SQL Server 2005 (or Express Edition) or later. You can install

/| User State Migration Tool {USMT) R L

rxale Nigrat (usmm SQL Server or use an existing installation.

[:] Volume Activation Management Too! (VAMT)

Requires the followi

Windows Performance Toolkit g 2

Windows Assessment Toolkit * Microsoft .NET Framework 4.5

[[] windows Assessment Services - Client

[:] Microsoft SQL Server 2012 Express

Micreosoft NET Framework 4.5
Estimated disk space required: 6.4 GB
Disk space available: 95.8 GB

Back ‘ | 9 Install ‘ | Cancel

FIGURE 3-1 The individual options available with the new Windows Assessment and Deployment Kit are designed for IT
pros and hardware manufacturers.


http://dev.windows.com/en-US/featured/hardware/windows-10-hardware-preview-tools
http://dev.windows.com/en-US/featured/hardware/windows-10-hardware-preview-tools
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If you’ve used the ADK with previous Windows deployments, you should definitely evaluate this
preview ahead of its final release. The new ADK includes some significant improvements:

ARG gaIe QAQ1 9@ AN 2I08E 90 AUIEa] I8 @RI ANE 69RAN LI A8 gor Al 10 faIRg
REFITNRR FARIQ FIALIQ FAAIGER, JoQ FITE OEM geeq 6017 F6am 1e° 79 98Q 1@ 98¢ Q671 6MIQ Fad
629@q AINEF N4AJIRF6R MLTIQ AR “6JIRRE" FRAIRER |

dag TIam A6FIeR 2Idd AEFITS TFIanQ AR G6aI] 10 FRRAIRES | 2 gLl WIMBoot Q80 QAAIR, 9@ @
feature dQY QILl G64IR 8.1 AUEGEQ 6@ QAATC 62RYMI | 92 IQL YR SARIA (NG° U@ OF) QIQS LI @
QTR F6HI] R6AR (WIM) TR I696Q UBAG TR UL 960 | T8 TR AUERT FRQI66R, G64IR 10 QAL
@d QI 9096a Q¢ TIANGFY FGRIREN |

2l 986, ADK 926 @a6dia1 @ features S%Y QI @QUEAIER AIQd @6 QI G68IR 10 Q 2°6 26!

J-99Q g et 699 1@ Q feature Sy, B6aIR 8 OIQ RUNT, YEFIR STR, VIFER IR AUCHT 2BRS A6Q |
6065667 @ user I QUEKITRE Y@ AR 8 VIR AR GK et 626 TRE MR AR AR K98, §OR
goaa Qgd Q6d 26N 6TIRUN, 9O ANERYE] IR rein A°LIAR FARIQ RERS! FIF |

2r8ie QI8 IR 94 QIEI U] 691G KRR IAER (I GRS 82 AR HIRAIER), AT IR VUTI VIR 6897 AR
QIRLINRI-RLRETY TINYE] 699 KRAIRER | G6AI] ATCET FIRIFER G6aIR 98 AUV AYIR FIRFENIQ KRS AT
249 ARQ @Y A Y196 & @ features FRY AV KEQ |

Windows 10 installation options

G69IR 10 QAR AER NG 6291 969, 28 9F8S Q& @ARI6Q AV 6269 LG AAE ARG ACAER
FEAITE @RIR6Q |

QAR QI & JUISR AdHIRER, &6, A AT LUIFFR MRLUR AR YA ALY AIFANT KE6Q |
2 QI9l 622 QR89ERa Qg Ie° 2IRQ GTLER ABNOR! K6Q |

Upgrade or clean install?
QRAIF IS AR T 6248 IR FIR-U6gR | JACHVER, AIRERFIAL, FEAFR R (MDT), dae| 624
RRTAERAAR AHICRRR @Yl 9P FRF AYCER AR AURAS RLIQ K G6AIR 7 @7l G6aIR 8.1 ORIRYQ! FRAIRAER
D8 A% IR 9T 9FAIg IN°0IRe A0Ig AN 6261 |
6910 GRIRQ IR, G6aIR 10 2A69R 2IaR AAIg B6aIR 2060 QIATIR @58l Y@ A%d 9Bge 90 | JAIRERIRR
2969, G6EIR AU6ET 6Q AT6IR TARIER AURE ARSI IR G6LI] AeARLR 69/g1e]
(https://insider.windows.com) QI 981204 2IRGIR I9° GI'I6R 1@ 6816 R4 RG] AR JAIRERIFR
QIR RAQIQ AR !QQI AR |
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This option is available on any device running Windows 8.1 or Windows 7, provided it meets the system
requirements described earlier in this chapter. Figure 3-2, for example, shows the update ready to run on a
Windows 7 PC.

==
o~ - =
oty [} » Control Panel » System and Security » Windows Update v ‘ 5 ‘ ‘ Search Control Pane el |
Control Panel H ‘9‘
ontrol Panel Home 5
Windows Update
Check for updates
Change settings
: ; 2 T s :
View update istory == Upgrade to Windows 10 Technical Preview
Restore hidden updates Install a preview of the next 2,330.8 MB
ion of Windows.
Updates: frequently asked stk
questions More info
| Get started
Show all available updates
Most recent check for updates: Today at 5:18 PM
Updates were installed: Today at 3:05 AM. View update history
You receive updates: For Windows and other products from Microsoft Update
Find out more about free software from Microsoft Update. Click here for details
Installed Updates

FIGURE 3-2 Despite the seemingly vast difference in version numbers, upgrades from Windows 7 to Windows 10 are
fully supported through Windows Update.

NOTE If you use a third-party, disk-encryption tool, take extra time before you even think about
moving to Windows 10 on a device with encrypted storage. The in-place upgrade process should work
flawlessly on systems protected with BitLocker encryption, but the Windows installer isn’t able to access
disks encrypted using third-party software. Your safest option is to disable all encryption before
upgrading, and then restore the encryption after the upgrade is complete. Microsoft is working with
the providers of encryption software to make this process smoother when Windows 10 is officially

released.

2969Q 9@l ARIKES quick S1g 26T, AFAIL ALY RUEQ AQ0IQ 9F JRIL 6808 ZINEFA RLAEAT A°6AITRQ 9T |
ARIREIG ,, P YR Q@ ANUQ YD AT 67 QGR ‘QLGQ”, NQ° @l 2D Q19 62IRAIER | §2-2RIAG AR T

@8 Q@ AIEQ 912 92 621G PC AU6Q TR-919¢ KUUIRE | 96 @8 aR 949, 69629 69196 IA°CIA0 AW AL
QIS TFIAM 99 SRUIY Fad! AT0 G6aI] Q < A°WAdG 69 |
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2196 @ physical 8@ QI8 82 89l Y@ e 1SO TR MQLIQ !} G6aIR 7 &9l G6aI] 8.1 Q Y@ 2J6YQ AR
QRCIRER | T 3R QIEQI 91l AP G6aIR 206G R N6 AR g9 |

@ 69 any 69 2d6gQ dREG6R, AU609R IRIYRER ATIY LIRS 6QIR F16QQQ, TRITR 6298 J-UU69e 2R
AZG QAR G6AIR A°AQE (621, 69, @Fl M€AYIAR) ORIRQAR! IR QURAE | YRI°E AQAFGER QG TIaw, 2, 9Q°
6Q5°a7)2 A4 A6 ARIBAG 6291 RGO, LGB L AAQ 69 AAE IE YRAER 6819 G5 63IT6R, F69TRR

JIRENRR IRITREQ |

NOTE Don'’t delete the Windows.old folder unless you’re desperately in need of disk space. In
Windows 10, the existence of this folder allows you to roll back from Windows 10 to your previous
Windows version from the Recovery option in the Settings app. Keep it until you absolutely need to
delete it. If you decide that you no longer need those files and want to reclaim the space they’re
occupying, run the Windows Disk Cleanup utility (Cleanmgr.exe) as an administrator. Choose the
Previous Windows Installation(s) option to get rid of those files permanently.

Q@ JO%IQ Q°QIde @QQlg, 2Iddg AAAR FG2IQ 99 @Ae! 2Iedie (N9 USB I gIa@ @l 4@ DVD, &gl e
QP2 6013Q 6996R I1SO TIAR) | 9@ 2AE 60R6AAR @I@%OﬁIQ ROQIQ QIERE, AN I IL° QIFI 6AIFEQRl YFLl
GRERIQN | 9 DS IR AR QIR FITEE @g LIg AAlg AT, FMAIR TIRRYER YR Windows.old 6XIR0G
ARILEE 62198, 69016 699ER IR 9FI6Q JAQRIA AAUAIRAIRS |

Choosing an account type
@ 2692 69, G6aIR] 10 IYETa AR UCAIBI 6JITIAR A°AVE F6Q IL° AA6YR GRINY IR AR JAISIAG

QRLIQ A6 AR AR FARIQ @ZAN | Y@ AAVIQ A°YARIER, F661 YAQ SISl & @AQI AQdNe | E6aIR 10 64,
N8R G610 FRg 28!

AIREFIAT, ARG YT IR NFAG CAIRY IR IR FUR, FRF AL IR 6I6AQ ATS 69T 62RRIE | IR AIREFIAT,
2IRIRg (AL ga AIFEAIG 19° FAI] RIRQ ARG 62IFLIR IR G°aRIQ) FaR Qg 69919 AVE ARG 1@ A6AR
ORdI M9° QIS QIALIR K68 | B6aI] 10 60Iad IR, QAR 2IRIRY ATG AR A] R FAIRNY AYER 62572
e TIARGER (OneDrive QY92ia @9) A7 @EQIA AAG! | TR 626¢Ea 910 AT6a F9Q /8, IR AIREFIAL,
2IRIREQ IR 631661R ARIQE ATC AR FAQ! AAQ 26T LTl Q a Al Y@ 6QI6AR-6ATYRI 6713 636°AFRA RN
AIRAIRAR |

@ AL IR AT 671 WMWY, 2T 6P 621671] ARG ATG 2206 VIFER VG0, L AAECVBIAINT
JIF1ISRRE KA AIR AFC FERERAT YA IR FEQ IG° IR AFIRIQ ACRUIT 68TEINER AAYEF YT AR
G0 @4 | G6aIR 10 99 AIgQ 2IQW S6a6RIA1 IRIag ATS A°6AIG 62910 8RF ABYS K61, UILIR 2T 365 9
QAR-2ARIFG A2YEF J6QE KRG AFAE QRN | IR A ARG 64K A PR FIAI FEI6AT 62CER6R
671N -CRAY-AHIERREFY ATLEEAING CRRY FITERS AASIRA AARIG AGAT QAUAIRAER | HHT H1E IR
@93 |
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JIF10 2IRIQE T G648 29R @8 G6aIR 6202 FRYIAREA 64IFA @ARQ, &7 Y@ JRIQ 2IRIReq AV *QQl
NadYe AAQ 266 | JRPNIEYRR 6999 AIR1N RUKA6R 986 A7 |

In a clean install, after you get past the license agreement and installation options, you’ll reach a crucial
stage of the Setup program. If you’re using Windows 10 Enterprise, the setup program assumes you’re doing
so on a work device. If you’re using Windows 10 Pro, you have a choice to make, as shown in Figure 3-3.

Who owns this PC?

This chaice is important, and it isn't easy to switch later. If this machine belongs to your erganization, signing in with that ID ensures you
have access to important resources.

B This device belongs to my company

ﬁ This device belongs to me

FIGURE 3-3 This option is visible only when performing a clean install of Windows 10 Pro.

IMPORTANT If you plan to join your PC to your work domain, select Continue and choose the link to
Set Up Windows with a local account instead. After you sign in to Windows with that local account, you
can join your PC to the domain as you have in the past.

If you choose to enroll with your work account now instead of creating a local account, do not attempt
to join your PC to the domain later. If you do, you won’t be able to sign in to your PC.

geIel 8e8 QIEaI (Y2 0RIad 671 @R ALE A7) N9° 9Qee fK K89l q little <1l AAIRY @994 QMG @F 212
AIQl 28T “AUAIFA A @7l TR PC” 69 2 @RQ1q 922N | 622 QIUNT 99 2IgQ IR G6asR!
geIdag IR @98, 6ATRE e 2T 365 ARIAE ATE AR | @9 Ja6T, 2L IR 600191 FIANG 9F 693
699Y6R 1@ JRRgd A6TeRs! 2BHD:

That’s a pretty clear warning. When you reach the Setup page shown in Figure 3-4, enter your workplace

account only if you have Azure Active Directory credentials such as those with an Office 365 Enterprise
account.
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Set up Windows for this work or school PC

Sign in

| ed@bottnet.com |

| sssssase - |

Forgot your password?

What account should | use?

If your organization uses Office 365 or other business services from Microsoft, use the same username
and password to sign in here.

Set up Windows with a local account

Privacy statement
: -l'_.

FIGURE 3-4 Enter your credentials here only if you have an Azure Active Directory account. If you have an Active
Directory domain, choose the local account option.

ARG 2IFIQG 6262 AR IR JIIQ 68R2IN QIFF G0 9R @I FU6A G6EI] A°AIR ARl MBF IR TAGE 6271 QRS | @4
218l @AULAIN TG 3-5 Q4N |
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Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember but hard for
others to guess.

Who's going to use this PC?

Ed Bott

oooooooo

oooooooo

FIGURE 3-5 The option to create a local account is well hidden, but still available.

AT 206 GAIR @ QL3 64 DS NP UBGIP SRR 649 UG FQLE, S STR, VFEA U@ 6Q6AUY JAIQ FRALIRES
A2l AIYEG U@ FQUAIR AIREFIAT, AINIAE QAR *AQIQ @l 9@ o2 ] QAQIQ Q strongly QIFER AYERI QQE |
5G 3-6 Q0% QAN ARFYLQ @I |
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Get more when you sign in

= Sign in with your Microsoft account Or create a new account

| | | Use your favorite email address or phone
number, or make a new email address.

Password

| fergot my password

Here's why

To download new apps and games, you need to sign in. Your Microsoft account helps us make your
experience just right for you, and helps you restore your info if anything happens to this PC.

Privacy statement

FIGURE 3-6 For most personal devices, using a Microsoft account provides significant benefits and is the best choice.

AQ 28 UM CRINAER IR KRR AR AIRERIAL, ARG ATE ARY AN K98, IS QAR 69
settings €J 626°Q9)@ |

622 QURANFLRQ Ax GOF PAIRIER FaM 626 | BEAIR 6]IQ I9° 699 any 64 QIeQ AV AEG AVEFS
AIREFIAE 2IRIQg ARG A 6218g<1, OneDrive, Outlook.com (9Q LEEAR) AEARN IK° Xbox 69RIGLR
ATQ IV Y69 €12 Q@Q |

Q| 6016617 AZe Q1AGE ORdI 28ES @7 699 any 64 AETIR OREI LA A7 2IAE 99 AIRCFIAE
2RId Q8 *QAIR6R; IS AIRERIAR-AIRRIFI Outlook.com, Live.com, 4@° Hotmail.com 6@169106Q
QTG gL |

QQ6 Y2l 9as AT g6<, ¥R 9I913 ARIeE I8 FEQIQ Feg AU € QUIg AARe | AIRR AT §{ Fag &Y
QYD @G, 6KUQ IS 9@ 9O FIREFIAT, ARG YT QARG 619 RQEE | G 3-7 6Q 6QHILIRYS!
QUIa 1960 I QAPYRY AW FAG, N° YLl AAR6E FE-QIF 6RIG6R A I QA AFY FR 0
@7l QU @Qg, J6Q 6911 ARIREG A6 *QG |
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Create a Microsoft account

Create a Microsoft account to use on this PC and with Microsoft services like Qutlook.com, OneDrive,
Xbox, and Office. If you already use a Microsoft service, choose back to sign in with that email and
password.

@

outlook.com v

Or use your favorite email

United States v

Month v Day v Year v

FIGURE 3-7 Although the primary purpose of this setup page is to create a new Microsoft account, it also includes a
well-hidden link to create a local account.

Which account type should you use?
490gIaF6R G68IR 10 @ (RIS A1, SRIaY A8e 6616718 QTG 6IIFRIR N9° I8 6316R 2RAY AT ARR

AQ AAQI 62398 AAITA AR 69941 ADE YAFST! 2IRRE FAUR A6IIRC AAIG | 698 IRF 2GR A6Q 6
218 gL IR ARG HISl QB @9 |

2T 365 NG° AGUIRY 2GR AFR F6A6YA IR IR ALY HIG! RAYS |

QY ANQ IREE IR, ARG AAR 62A8 IR AIRCFIAT, AR, F6ITE if UG FANAR ARG FAIRCFIAT, 623
QIQLIQ FAZ I&° AAIQ ARG ATG U CARAER G6IR] 10 QIR AR 6KIFA 89T |

6% 868l QIALIRRINIF AR RIS FIGIR AN QIR 2L ARISIS FRRI JERVARA 26T, F6AFS if AF A
QUEAIG AYI QAR o2 QTP AWA JIITE IQEQI6Q IIQ 6291Q ARIIR FIACR T3 @03 |



698 0G6gI16Q, U@ AIRIL AIRIRG AUV U@ AR AL 629& I@ SIS Outlook.com OQ€ll YLLQ 96 Y@ 9O
ARCFIAL ARG T QQQI | U@ QRIF QI KIL! I2IQ IR IR 2INAG AECA I AEA FC F6Q IQ° LA
A TR LRI FQG |
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AP RERFIER 6RIEAR I9° AETN VB! K60IQ | 692 IQF AT ATRE 0L TG AIREFIAT, ARRER
AR 6 O |

Q° 622 @ strategy 99 AR 9@ R 21F: gl 2T QN RANAE R FCRAR IGFAAR 97 2]
QAQIQ 9° 28 8 @AY 8RN NRTIQ AR LAVE TS QYL TIR JAQRIAQ FITG AV A
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CHAPTER 4

Security in Windows 10

AIRCHIAT, 6] 10 I2IQ GIRRAIGT 26TV AYD JRAISSINT 26T 6U606R6R 1@ AT A°I0R I9° 2ITEFQ
AUERBIANIAT ARURE Gell ARMAE G6L AR AR ARG 6D | 2AQEY 92! IR ANNFAR AGEI Q6% | 2002 6Q
A4Y QEICT JR6TT 019, BeAIRA YESIR §OF LS Jagd gasl aab 2188 |

216 RIGRAR ATICRVAENEE FAUTRIQ A% JRIRQ @ features FQY BIRIAEA 62613 6996R FAQE @Y
69919019699 QAR 624G N, 6J00R B6aIR F6TAR I9° YIE]R TRR 1Ll ALEA F64. |

AR FOegd GIARERIR | B6aIR 10 30gER6a Jeagd gadl @ features JRIGEY T ARA K6Q AILIQ AIAE
6QYAIR6R GIE, F68T NIREA ALCEQ-ARIRS Fadl, I2l F6EIR 6AIQ Jog ALY K69, Ie° 64SER-2RIFE IO
AOGI QL] GO NG I9° AGFINGI QUKE LI 8 9IIKAIeE @ defined QI QUG 9S° QITIRIAT
62IQI0Q |

G6aIx 10 6Q 99 G647, AR 69H AALERRINT 4ol @ feature S8Y 1 UBYB 62IRR YIL QAR FLYSQ
AAARIER 940 A=Y 99 FASIQ B! AE | G6aIR 10 6Q §oF A8ow @ features JRY, ARYRYAR FIELIEFTR
6229 I&° IQUIR6R AR ANTIRA JINIIRaE Qa6a 7619, Jadl faaq g 6941q 90IR AIAEISY A°g4
QQRIQAIERQ |In this chapter, | offer an overview of the multiple layers of security in Windows 10.

The evolution of the threat landscape

QRICQ AR SEATRAICR “QUQ Q4”7 TVACA @LQIQ IAL QAB, IR QAR TIAG YL° QAR LA FRIFSR QAL
JIRI@ 9F QITY T AR IG° 6504IR A6 2IFAS KRR | 2VIG6R, VIRALNEH MBI HIG IQ° 9L AR
AP TR QAT 62IR¢6M | 21T G0 AAAYS MIGF AR GG 9L RAYER AAES @A A1ESIQ Q y §1g
60269, §R 06 IQ° JACL: 6018 AZEG NINEA IREIG QAL ARR Polit @ QLIRS QAR Qa
6010 @AQIQ &9l FG YQ° YIS YT KARIQ AR 2GL! 62AUE |

AIREER Ia° TA° 2GS ARIRIS an 9@ A} AR ARIRAN | ATATES, FI6969Q AFTNFRR 926 AAIFFR6R
QERGIQ 69194 ARRIQ RV AYE | AARIA IEFF I FAFIYER 6IRANER A6FLRIIR H6Q RAIT AT - AL
99, 9GQQI, UIFR 99° 48 - am AQQIR g9, @ techn L@ KIQQ out IR QILIQ RIS 2GS AAAR! FTAER
FOBQ A6LOR 629Iq IR |

Q° 297lIR QR QIR 69 991 QI AFITR AT AR IR AAY 6291 AIR IS 6816 @)l AAFLUITY | 9E AAIFR 61T
QAN 6T QLG MRYY F1IQ 6AITN AFG A°YB, NI J6RAIVER, AR-FLQR A6 |
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@2l 6T FHRIQ IR &G QUREQ, IS TG 69169AER VRAAQE, ZFASRQAER S FERIQ 9P, AT 2
RRFED A Adie AT FEQIg AVF 6291 ATER FRQ FAF |

AAQ QoY HEG LIREA FINCEALIA IS AGYEREY ABNS K61, @F N26Q P11 AR°AR, A G2l 6804 AAQ AR
J694l 9e° SIQIAR 6911 ¢ 2LYS |

ARIRIS ,, VAR 60 layer 6T IA6QR AFAS 6LRVNER | X N6RLAEH ALEEARER, TRV F6962R2a! 6@]
QUIER @l IR 6Q0EIR6Q QIERTER P& ABUIRE | ARG IRTEQ @Yl 6RINTIE YEAITER 66T IRFIG FI6TT
QAAIRER | AFOR QTGERER 62609 ATR 2IFAE ARG AT ABGAR AIIFER 2T, 6AR0IER F64
2RI Fag @8 Q6% 6N IR - 6gART FIFg IR REARN QIRIE PRAIRZIE ATl JRIGIE 9 98 6dIRRIg
ARIRRI AIR- TIH6Q I ARS Gl IR 26T § website IAKI 699ARAG AGRHR @QG |

JG 2IGASRIQN U@ A6TG 69QAAR FFl 6964EIe ASNFeIcas A6 6916 96Q, T4 AGeY I8 AR /] U@
216018 Q device 18Il QUFAIER AIRR AR F6Q UITI 699ER AAQ AP Y6RF KRG AT 6Q@2N |

2F1Q @ no T 6QIY QA1 FEF1 Al FIRIQ 6LRAIRR, T IR PO1R IF AR AALULY UIATR VA TIFS F6Q IQ°
QI'd6Q BT AR°AR} K6Q |

Securing hardware

G6QIR 10 GRIAQ AR °AVIQ AT IQ 6208 266Eq G6x | B6aIR 10 6Q I YA @ features FRGPR (70
Windows @64lg 8.1 62 209150 62I98) ARJAR 21669Q PFIRGEAA N AON | 9EG 218 gQ€l Q06EA6Q G6aIR
10 2QITR 99° FRIR AIRER, YT QAG AN RS 626R 2IAE AR FRITR AIRES:

AATING IFECFIN T¢69q Aeasard (UEFI) 30 @8 96@, PC BIOS 6696@ 299Q 6598 | 92IQ 9@f 62@&@ UEFI,
@ FE6ENIA RER6TY QIR AIRIAR QUER BIOS FIRl AR KIigeq 6992 | G6aIR 10 986 9aal 6996Q UEFI
R JeRgd Aal ged @ta, A9I2ad 999, ARG 96 AT I9° FL° NIRRT 62192RI QIRNgeR JIR AN gaIR
QG2 | (N8 2IK6Q 96Q ¢ 698 9aG @ features S84 QAAER Aa @ER 1) R ARG RYLEAN (OEM) QIR
G68Iq 8 Al U6a G6SIR Q106U ATTERAR 69I9IF AU1R6R e Jae Fql 21664 FRIRY ATTRe @l Al UEFI
@ ZIQGNRGI 26Q | B8R 6MI6T 6TIF)IF QUER) |

Q92 QST AGYR (TPM) 9@ TPM 6208 1@ 21668Q 59 (6Q6m6a6R R4 1@ QUIAIFA 2°8 QN6 22D
QAUAIRAN, 6990R 650¢Ea AIF) JITl AF-69Q IFFAAR] § AR 6Q I&° AIKIDE Ie° I9FAd] FIaa 2R
QYRR QUIHE G 6QUIREIN | TPM F6QYFITR 2U60A] N9° FERRQ AQIF I9° AF2IR FITRIE IR GIF A°AIE
QAAIAR | U@ FANA F1 IR GFTIA OIF NGLIQ AR FFCIR AR} FAAIRR, AL ATCEQ Y6LE RAAIAS Q1T | IR
TPM Q QUEG @6aIx 10 6Q 2609 (S @ features FRYGEq AVC @RI, FERRA LIRR NRTAAR, AId 6212 91,
NQ° 3RIRd GIE | ¢ NG SRINEA A6Q IF AAY @ features F]Y FVA6Q 2AICRISR F6Q |
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gl A9, B6aI] 10 2I66EQ HNRY AIN ANIR GAIF F6Q L2l MELARIANF FICACATR IR MYQ @1 Fag F5al
IR 2GAI0 62R2N 6900@ TFa 98 195, g8 9891 A9l IR AR | T6AIR 19T AR0IQ F6AIREQ QIEAIETTR
AAEe Q@8 | G6aIR 10 926 gRaIa A0RTI ¥&° AYELIq K628 QARG KQ2IN; Y2 Fkl RUERIBIAINE T4 AR
GRIRQ 9894 @RI AgAGE G, Q2 Q bi 1Al QIEAATR oI I QIQTIQ-ALR ARTIQQR JIFIFEeas I 9@
24 6Q1QAI | (5] Y@ @ features SQYGER J6Q U@ 2RIINER, “0G00 ARG KRGI” 6Q AR IYE AWA RIS
Q6Q |)

Securing the boot process
AINCENAR AHYR AIFAING TFFGER QIFIY 9F IFAI6Q Feq 08 AARIg 699 @98 AIFI Q they QI 6Q76R S1g
JRNQ FORE FAAREE 9e° 2IEAINCENR ATEEARY LI [NQ R FAAIRER | 9T 9RIAR 98 A6R0q JIAS a
QRS (@9 93Q) QAN | ¥R FRIARI ARSI AIR AR AAIC 6298 9F I@Ag ATe AAQl AIRl Q it QI N
210AQ oG 269 |

Windows Platform Integrity Architecture

(Windows 8.1 and later) @ Secure boot (UEFI) prevents running
an unknown OS loader.

@ The kernel launches Early Launch
Antimalware (ELAM), which verifies
integrity of third-party drivers and
boot-time code.

UEFI Boot Boot Policy

Measurements of the system start

1
1

I

1

1

1

1

: sy state are recorded in the TPM
1

1

1

1

1

during boot.
Windows @ To prove a client is healthy, the
Kernel antimalware software can quote
TPM measurements to a remote

verifier.

3rd Party
Software

Windows Antimalware ™ Attestation
Logon Client Service

36aIR 10 9F AVEA IR 30q AR Q6a IR AR 8.1 ATG ARAPS 621RYM I9° B6AIR 7 9e° e A°AQGER
AUNS 96% | FR8 gRIAQ 21968q A°AITG 6267 Y& @ features TYYEFR FUIQ 6R60R ATNS | T6EIR 8.1 N
JRRa! LLASER 9¢ 9 A8 QY 96Q 8G 4-1 Q6N |

FIGURE 4-1 Security features in Windows 10, enabled on modern hardware, help prevent malicious software from
tampering with the boot process.
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Here is a description of the elements shown in Figure 4-1:
JoRe 9F 6298 AQ0IQ ¢ basic 7@ Yol 6208 4ole 99 @ feature &Y, Qiel UEFI QI964YQ @ QIe@ &°6 | (@l UEFI

2.3.1 529204Q 219 27 6Q N FULAIRRZ 1) 9@ AIRHAS BIOS 986 1@ PC 6@, A4 96 90 F9as @RIRR, @
328 05 6AIPQ LR A1 96 FRUIRR, ARG system AW QAGFRER J6Qd AR QAR | 696066 YRTe 99 6208 |
ARE, 2ITE 629% IR 05 6RAIGA T 7R 96 *ACIG6S AIFIF UEFI Tlsaciasa 980 Y@ ATTER] IG2Ia 9d Alag
62198 | AIRIAR RIFER, AIREFIAT, AGTERT B6al] 8.1 ¥a° G6ai] 10 0S 6RIGHEY BaTIR AR FAIQ NG 698
68169 28, QIel UEFI Telsaaiaq 12ia 4adl 16a Ia 2°d ai9ea AGT6RS @ valid & 909Iq 21906 6aqal | N8 @
feature 84 3R AIFEA AAY FARACA AVF 629 2GR A2l F6aI] 8.1 AR ATTERT 621R8 Gl U6Q F6AI] 21069R
AITTERAR 691919 AUFER |

* JI03e 8 2IGAIN6EQ (ELAM) 2ISQIn6Egia A6aIa Qiel G681 8 Q Qa0 gadil @ features d9Y QG0 QARG IQ°
J9Qe! A°IRNYER AIREFIAT, TIAl ATTERY IQ° @JHE 621RAA | AR G604, AFAINCIRQ AX6CER el G6aI] 10
AZ0 UBYS 62108, 1@ @ feature JQYQ AALG Q6Q; IQ N2 HAIQ AP AR AR 6961 121G IR POIL-AY ARG ADQ
RARINIRAIRE | 9@ Q signed 1909 GIREAYER AN @ third 87 o19-99 QIRNA A%l JEAITYER Yo dId
QAUYIRAN, 2IFAINCELQ ALCEAQG Q uns £ YQLIER QI YT FRQIQ YIAQ 06 I8° YQEAI KTRIG AFAG 6@ |
G492 Q9 @ Q feature §8Y U8 Q@6Q 64 A7Y E6AIR 99 AURIFYERR ASAG! AT 1e° ¥2IQ G9IY FALRAGTR | QTENLR
2Iq UIRE @59l g Adna SFCIN @396 QI ifies 10 @6a | Ad@, G6al YITAY gRAUR AGY ANY QAIFINY 96 QIRNA,
QISR TR 99° ELAM @QIQIeq Q15 @52 |

ARSI 9] N8 Q feature §QY, AILIA T6AIR 8.1 Yl TAIR A°LRN6Q FIPEYRI 9 AAFRE6R I8 TPM Q RAFS
2IR9R @69, UEFI 2F6EaIq 99° 9604e G6aI] I9° 2IGAIN6INa 9IR19gEea §6 9aal ATN6R 6RIQ R6Q | 60696965
98 A199eR 2gd 99, 6ATINFA IMIYER Sa3IR < signed 1800 62IR TPM 6a YoF6 AIREQ 58S §4 9e° JqF gR et
696 G629 I8 ARRER AAINIRAIAS GIF | Y694R JRRE! §F AANER, AR AAILRYER AIF AIAIN, AIER INGEe
TPM 6Q 8jal P91 @QQIQ A9AG & |

2608 9a8I AIR, FIINIRYRI 98 ANAER 6006 621R2SI RIYER 22U FIAIR Y9 498 A6ag JOIKIRAIRS, QI A6R
CRAIAR AU QRAIRS | A6l 26E6RAR AR NF GG, G69I] QNG Jalc 28 @ A A5 AAQIg ARG AYAE & |
G695 10 GRIRQ 919, FIRERIAT, IR 997 SRR APl QALIIR @Q8 QI 67IQIRR-EARY-CHIEAREFS ATEENAG F6aI]
6g169aR PC 627, (PPCH) QIF1% 19 999 9AIS1R04 62917 g6ad @aQlq 2gaa 609 | dRIRQ Q network <1Ql 6961w
8° 62QIgERA 96949 2B A9l 2gIRY @RRIq PPCH QI92IQ RAIAIAAIRR, 626168 98 283 @ QI8 9l RJ6Q 2IIA @
| Figure 4-2 shows how PPCH will work with Microsoft’s cloud-based Windows Intune management service.
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MMeasured Boot Integrity Data (PPCH)

E MClient Policies (AV, Firewall, Patch state)

Windows PPCH
and Intune

Request Approved

Here is my proof
+ i Wireless
Prove to me you are healthy

(@)
—O—

Access please

File Servers | OneDrive

FIGURE 4-2 PPCH can check remote devices for signs of tampering and ensure compliance with policies, controlling
access to networks and services based on the results.

Locking down enterprise PCs
GRIRg dIe 6208 Y@ 9eR < feature A ALl ARG 671624 § Y@ QIR @ 96 Q lock QIR AR

QAR AT S 64 1Ll JRYIANG ATLEER FRIANER 2AAE, @ attack T 2IFAIRIQF JRISHIRT
QIR FACR AR Al MLLIARIAIF IR €12 67196 FRIANER FYIA FR VY @R | @
AAIARER, IRl G6alIx 10 I9QYIRR A°IAE IR R6Q, 699R 6dI9IC9ER ONRRIY AQAGYId, IRl
QYA |

QGG @64 AIFTEIRNA B6EIR ARG 62919 TAFIRAI A6Q, FAIT 698 ME PRI JIFR IR YN QIS
Q feature S9Y 6919 QRIS Al ARG IREFPICTIN 6117 FRIARIG Al 629 QAIF | 699 any I3 YeAId
IR 98 H9E G6dIR 6217 AL 6981 LTI @R A°AR 99, el PN YA 671Q 6Q FIR2N, IR
QATA-B LATE AIQ UL G6QIR ATG FIMAN | I8 62Q1 Q sign YR AAEQ 2RI @R FFIA TR G
aigl UEFI o¢i6gaiq 91l 4aldie 9e° 21§ eUisa° @ features S9 91l oo |

dQ 2198 GRRY FIF ANV AR AKNER AATG 2AFE, 2ULE least V6F VAR AR 2IAIFR QALY
818 @ag | & @ feature Y YAGIE IIREAIRT A°AQEER QNS Q1L |



Securing data on local storage devices

JIgR JERI ARRQ AAARJIFIER JING movies 9RFE YI9° I FERIEQ MR | AILF6Q, IS G2 99 Q4 691 FIRI 6918
62910 AAISR! 2R, @ technical 63 @ technical §AS @ skills 99 AIRR AIT | 6ACLG 6T 6FINIAN FAAY AACR 2D
GRRdIR, 692 S09gPa @ increase N |
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A5 68 MASY Y TIR6RT AT g9 F6dI6AT IOFI AT @6 2T, 656R 2T AR ANER 68IARIG AL 6269 UG 2ITE
FI6E 64 698 CRAIRAACR YAl B4 NG IS IR JBSIRT T JoFQ |

AIQEE 9§ 2IAE 9P GEIARR 6RIREANG YT GIQ 9RQ AT AAKIG AV 2T 636 ALY IR AR AT 7 AIRES |
62609 GAT0 S99@R69, 1A G0 I9° gRISHIRT 24 Jadl 6AIRG! 924Gl 6257 IR AAF JIAgI §6, N2l 2IRS FIal
QRIBING I9° FALIR G 657 AR AR FIA AATS |

698 QI30IgHaa JIARY gEaal ©196q, B4R 10 Q rob SIG1-IGFAAR FREYPY ALHS F6Q IR IR AL ARSI
2398 @6a | B4R Q UMY A°LRGER HNRY NGFAAR QENIR IR AIeR @ feature Y | Jo AANEFFAQ LI 1@
J2agd 0AEq, A2 AIRHIAR AR AL / A6 LARY IR 67 @ feature JFIg A°ARS 2R AFE | B6aIR 8.1
Q° 969 QI9Q NAGAAR AVC 62IRAINR 1&° 69l Y9° Y4QgIa] L°IASER LS SoReq Jadl ¥e° JG0IRa! JIG! Ade
G *QULIRAIRS |

Device encryption

69 any 64 fAIAKER 1Tl AAVS 60l (JIQ L°6AIFC FLAIR) AIFa] AAIR F6Q 9e° 6] 8.1 &gl
G69IR 10 ORIRE, SR, AINEQR QIFT YRTY 62IRE | Y@ GRIRACA JIL 69T QT QRITAQ AT KRN,
NJaR gI2es 918l RIgRIR ULLQ JIR ARG, 636U AFAER ARG -ATE aQIF IR IRFAAR LGRS
QIR AVC 6LIRAIN |

@ 9RFU9R JIAa6a IR 98 018 LR *ReIN, 6990Y8 P Q1% JHIdR FIREKIAT, 2NN AF6 AR
QAR R0QI AdIS AIAY J6F9 REQIF QNG QRN IG° YTl @8 IATIAG WA IGFAAR 6] AR
QRN | JAQEIQ OIF 6208 |

JAPIFG QA RACKUBITS OneDrive 6RICARER FEE 4 UG 681 J9IAR U6Q QG 62102/ Gl
JRQEIQ KGRI ZINSHR K98 (& 1@ IFEE 26U, ALILAY IR, Al 964 AAGIAT KT FIHRAS 1a°
JASIRA! IR QHIQT AIRRIQ QURASIER NG, 62IRYR| TIRNGEY J6Qd @QARIQ LIS @A) | T ST
JA6QG° AAFIQ ga rein AR @AQIq &l YIReg Y@ 9o2 PC @ IQI8q @AQlq 969, 606 24
JRQAIQ OIS AFE QIREq AFNR KAUAES (KL http://onedrive.com/recoverykey 6Q 9§ aF) a°
2Igdw 019 9 01 Q26 gIaeq IF eal A¢i9 @RAIRe | 9o° 99

BitLocker Drive Encryption
R @ techn 949e QF6RIGQ, FAIRY YRGUAR YQ° FERAQ AR | QAL GRIRY I9FIAR I&° TINAQ SR, 128-34 2GRS
NGEaQ] VLIS (AES) @ BTR, @8 AES-256 QTIQ 209l ICARAg MY AAUAIRAIAL |
149gIa% 908560 Sonaq dIR A90IQ JRRGd IR ARG 1&° AGFIRRITeS! 486 889 |
GERRQ @ features TWFIFRR IR G AR A2 2ITeIN ALl IEAYINR-6841 024 sl AR RUYS, ISFAAR Al N8 TPM
J9 QUQLIR KEQIQ VG ALY A6Q | 680¢ER AFRR S feature FQY Y@ FYL GIAYS FEJIERQ 676ER ARG A°YSB 626 IR
Ja bo Q564 AUEAT -JEC AQIFIQ IA°CIRG AN} L @R IR 6216717 IRERH6R FoNA-AJT RAFAGYERA ARIRAIQ

QNG 6QRalN |



ARIRGS ,, B6AIR AUCRT-TRG Ia° 101 AQIFQ FUNAYY JOFE QY ia FERRQ ALEER-2RIAG IPFAAR MR F6Q |
2F6EQ IRRAAR 85 FAINAER, GAIR 10 68 FoNAR B6AIR 7 9&° ga I 26aAI 92 18 MR @RI | G6aI] 10 60
FOR@Q AEQ, 218 99T FARIQ QITAIRER |
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ARG B2 IRR6R 629R 615N FAEQ LG AR | I8 A°RERIER, 6UCBEEH 12| aI6T QUL 99, HIR AR I9RY
62IRAIN | N2 IR G19, @ QISR IRFAA] JRAUEQ TRITR 6QR2UN IR @ LHi S 1l QEMIFGER TG
J1g &G AAIL, 9GRS Gl gLIe KAAIRES |

FONRA QAR IRGUA] VT 626M 6P GYE 8% 629 &Yl I NAFALR IQLIQ QARIQ F6Sl 2IPTREILR g9
ARd 6AC°AAR QLR FAUIAS | FIRYS g9 IND 696°ACE \ QIS TRUIQ \ JIARR CCHENT \ G6AI] QEAISALQ
\ §Q AR AR IAGAAR 6 Q1L 69181 Q16 ARGRE JUR6Q AQFR:

F9Q Q01 20 \ 9Q QI YIRNER IR NRTIAQ IR0 Q1Y !9 |

2I6a5° QA QIRQ \ UG V(| YINNER LR NRTAAQ IR0 Q1Y !9 |

2AAQS 6KIGY QIS QIRRNGER AAAQE 6T Q1T QIAVYFRER LIRG NRFAA] IRIAG AUSIRR ! |

@ g694e Q16 I, 28 g6SIR QAR gRIa IR Y9 AE8 gRIae NAgadR fd dIedie @QdIRse | el 489, 99
AIRS QU6RIBI, YIIATR gl @I, TERQQ PIN @ IR res 62¢ @QQIq QA8 60R QU6 2WHRG QRS g9 |

G6AIR 8 I9° JQRE LAREER, FTNAA IR 9OF JRINA 6RI6AR GNIRY, IGT6AR 26 GIReg ANIR @61, LITIR IR
CRIEAR FEYNQ BHS A6Q LITIR IGFAAR 20609969 2@ @VSIQ ATC AR QIR 2NF6ER NLTIQ K6 | IFFY
62IRYQI TG YIRVYFR TN 62 YeFAAR (FDE) 9eie @6@, AI9Ia 22 6298 98 aque 2RISR 99&d 6291 90968
@ physical G QIR J6SIa Q@6 I9gIdq @ |

G64IR 10 9@ 99Eq 621R9QI Q17 QIR6 AU FIAER AVE, I° 1A 6/-AAIRT AAFANILR ARNIRG!
2QQIR a9, 98 IQ° AINEE AQINYRe a0 @AAIR | B6aIR 8.1 9&° JRQE! A°AAGER APl QAR GERAR YRR
NRRUAR OIQ Q ently HIG QIREQ Y9G 62RYQ! 2% LIRYLY TATIRG! FRQIQ J6ATYER AYAT 6aR2IN |
QENRR FELIR AIEAN FACAVANAT IR FIFR LIS GIRR J& AR AU QAR AR I9GY, 621R2R! Q1%
QIRRYEY JAINA! KARIQ AN G |

Remote business data removal
3691R 8.1 9&° AQQe A°AQER, JIIAACER AR NIRRT SAQ I2IR YA *6Qlg K6dI6as Faaegy 080

N9 ARG KAIRER | 60696Q6R A°F0R NQ° AUERIB! FIEQ Ata AFIG 94, I9EY 621RLQ! F6I6AY B2 IFESG
23R 3], (OMA-DM 6gI651an A26 Ag)l 3al) LTI QA A7IL6a 6AIF 62IRAIRS | Y& QI Qe 2IJeRA] (69R,
QRIZQE 9Q9) IG° ANQ GEAS (NF60E ANQ) 60 ARG AIRNR F6Q | QNG AYeAR Fda @6a 6a 6AIT
6297 G24g QAN FAIN QIZ @F YEER 1Rlg BRG @6Q | @ @ feature SiQY U@ APl QI AR 2GS F6Q AIL!
QO1%-A8 2Yeq G6¢1Q-80 NG 924 @Rl AGAE &9 |

Securing identities

AIAGILYLR, N2Ig AIFIFY AUFCA FEAG FER, RUKAS IS° GAQ IR R IS |
6AGER AT ALRER 601R 62IRT: ARG ATEER Ae)l FTR JAY I YNLER, 9F° ANEA
Rl QR°AQ @4 |
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QUERIBI QI 9Q° AIAAICQ 9§ 624G AGYCRIRIANG 6@d Q2P | I6° 60625 NET QIRYIQ 62T AIAAILYEF] GR use LI
R6Q, 6015 ARTER AR°AR R ARTER AFIERIR RIQS 6RIAVI6Q LIQI ACNR JAIFAG RLIQ REQ |

G641 2IFAGRNAT CI2l @ 26T § machine HAEI 60IAQ M@ YRA-2I6FY 661607 601R KRR IQ° GI'AER 69 63916@R
QIR R4 AGEB 691687 601R AAAIRR | 2FIIFAITA 6Q6QF ATCRIBI Il AF) AIAGIE AL, Ag AfY ATG YIS
J6R4q 29N 624l QiR 2415 9AIIER Y@ VY QYR 6% AR | Y@ @ que §R] “aIq QIQ” 2IFAE GRIAN |

G6€i] 10 ¢ fundamental 3% Q1964 AALARYE] 2SS F6Q UITI AVC JRIAR AIFAGY € prevent 7@ AR CARI AR
JARES |

JIRARAIAILE IR, 9] 10 Q 2Iaa 62IR2al g9 JAAdg (1) AIe! “aIq UIY” 2IFAGER NS 99, 698 AAIR
RAQ-8 2080 AIg I2l FAIR 6717 2GS 699 AR NLLS 99 |

2 Q1964 90RRRQ IR 2°¢ AINER, B6EIR 10 JAQE! 69656a4] JAIFIIE AIFR §o6 6ARIgER AITIRIN A6, TR0
JagIq 1@ 9o 209 2§ |These features are not yet available as part of the Windows 10 Technical Preview,
but the associated services are installed and waiting to be activated, as youcan see from Figure 4-3.

" Services (Local)
Next Generation Credentials Name Description
-S;"; Microsoft Windows SMS Ro... Routes messages based on rules to appr...
Start the service & 3 2 > : S g
& Mozilla Maintenance Service  The Mozilla Maintenance Service ensure...

-.‘:'*:Net.Tcp Port Sharing Service  Provides ability to share TCP ports over t...

Description: &k Netlogon Maintains a secure channel between this...
The Next Ge_r;eratlon Cfe#e';f'a_'s " G Network Connected Device... Network Connected Devices Auto-Setup...
e ROV IQes oL B0 ST -f,\:'ﬁNetwork Connection Broker  Brokers connections that allow Windows...
cryptographic keys used to : 2 : X

authenticate to a user's associated & Network Connections Manages objects in the Network and Dia...
identity providers. If this service is &) Network Connectivity Assis... Provides DirectAccess status notification...

disabled, all uses and management of -S\.";Network L Senice

; 3 ; Identifies the networks to which the com...
these keys will not be available, which

includes machine logon and single- «f,;'gNetwork Location Awareness Collects and stores configuration inform...
sign on for apps and websites. This Gk Network Setup Service The Network Setup Service manages the ...

service starts and stops automatically. G} Network Store Interface Ser... This service delivers network notification...
It is recommended that you do not

reconfigure this service.

:C)Next Generation Credential ... Manages local user identity keys used to ...

en "nCred